Installation / Operational Qualification

Qualification Type: 1Q

Section # Test Case# Title
7.1. 1 Verification of Excel Safe Installation

Purpose
To verify proper installation of Excel Safe.

Acceptance Criteria

The test case will demonstrate that:

All documentation required to operate and maintain the system is present.
Microsoft Excel, Version 2000 or higher isinstalled.

The operating system required for use is MS Windows 2000, MS Windows XP or MS Vista
All required Excel Safe files are loaded.

Microsoft Access, Version 2000 or higher isinstalled.

Microsoft DAO, Version 3.51 or higher isinstalled.

The Example Validation spreadsheet is properly loaded in Excel Safe.
The Example Validation spreadsheet can use local or networked printers.
Will not open from outside Excel Safe.

Opens correctly from inside Excel Safe.

Test Case: 1. Veification of ExcelSafe Installation

Step # Procedure Expected Result Actual Result P/F Init. Date
All documentation required to operate and maintain the system is present.
1  Verify that al documentation required to operate and All documentation required  All documentation required Pass DW 12-Nov-08
maintain the system is present. to operate and maintain the to operate and maintain the
system is present. system is present.

Document Title: Use of
ExcelSafe; Doc ID: OS-V-
100 Revision: 0

Microsoft Excel, Version 2000 or higher isinstalled.

2 Open Microsoft Excel. Under the Help item on themenu,  Microsoft Excel isVersion  Microsoft Excel isVersion Pass DW 12-Nov-08
select About Microsoft Excel.... Verify the version of 2000 or higher. 2003. (11.8231.8221, SP3)
Microsoft Excel. Close Microsoft Excel.

Snapshot from test step #2

About Microsoft Excel |

Microsoft® Office Excel 2003 (11.58231.8221) SP3
Part of Microsoft Office Professional Edition 2003
Copyright © 1985-2003 Microsoft Corporation.  All rights reserved.

Snapshot from TC1_Step?

OFMI4 Daniel Waterman 10:55:39 AM 11/12/2008

The operating system installed for use is either MS Windows 2000 or MS Windows XP or MS Vista.

3 | Onthedesktop, right click the MY Computer icon and The version of Microsoft The version of Microsoft Pass DW 12-Nov-08
select Properties from the menu. Verify the version of Windows currently running  Windows currently running
Microsoft Windows that is currently running. Close the is either Windows 2000, is Windows XP.
Windows property screen. Windows XP or MS Vista.
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Test Case: 1. Veification of ExcelSafe Installation

recorded.

recorded.
File Location:
C:\Excel Safe\exe\ESData.tdb

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #3
System Restors I Automatic Updates I Remote
General Computer Name I Hardwars I Advanced
System:
Microsoft Windows XP
Professional
! ' l j Version 2002
! ' Service Pack 3
Snapshot from TC1_Step3
OFMI4 Daniel Waterman 10:57:10 AM
All required Excel Safe files are loaded.
4 Record file location for Excel Safe.mde program. Filelocation for File location for Pass DW 12-Nov-08
Excel Safe.mde program Excel Safe.mde program
recorded. recorded.
File Location:
C:\Excel Safe\exe\Excel Safe.
mde
Snapshot from test step #4
J Address I. C\Excel Safeexe
MName - | Sizel Type | Date Modified |
@E‘ F11Toolkit mde R188 KB Microsoft Office Acc... 111272008 10:58 AM
| ExcelSafeManual pdf 225 KB Adobe Acrobat Doc...  8/3/2008 8:26 AM
@ Excel5afeHelp.chm 95 KB Compiled HTML Hel...  8/3/2008 8:25 AM
' ExcelSafe mde 25944 KB Microsoft Office Acc...  11/11/72008 1:33 PM
n'l FvralSafa ava 1948 KR Amnlicatio; FARSNE 1377 PM
Snapshot from TC1_Stepd
OFMI4 Daniel Waterman 11:03:13 AM
5 Record file location for ESData.tdb. File location for ESData.tdb File location for ESData.tdb Pass DW 12-Nov-08
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Test Case: 1. Veification of ExcelSafe Installation

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #5
| Address |3 C:\ExcelSafe\exe
Mame - I Size I Type I Date Modified I
@3 P11 Toolkit mde 5188 KB Microsoft Office Acc...  11/12/°2008 10:58 AM
| ExcelSafeManual pdf 225 KB Adobe Acrobat Doc...  8/3/2008 8:26 AM
|§1) ExcelSafeHelp.chm 95 KB Compiled HTML Hel...  8/3/2008 8:25 AM
@3 ExcelSafe mde 2944 KB Microsoft Office Acc... 11112008 1:33 PM
B.], ExcelSafe axe 1,348 KB  Application 282008 12:27 PM
[l BxcelSafe dat 1KE DAT File 111272008 5:55 AM
@ ExcelSafe bmp 522 KB BMP File 1/25,2008 7:08 AM
@] EsSec.MDW 158 KB Microsoft Office Acc...  11/11/2008 10:38 AM
@ ESDatatdb 520 KB TDE File 11122008 10:58 AM
El1FgRA hmn 19 KR RMP Fil= RAPASHNE 7-06 PM
Snapshot from TC1_Steps
OFMI4 Daniel Waterman 11:04:10 AM
6  Record filelocation for P11Toolkit.mde (P11 Toolkit). File location for File location for Pass DW 12-Nov-08
P11Toolkit.mde (P11 P11Toolkit.mde (P11
Toolkit) recorded. Toolkit) recorded.
File Location:
C:\Excel Safe\exe\P11Toolkit.
mde
Snapshot from test step #6
| Address |3 C:\Excel Safe'\exe
Mame - | Size | Type | Date Modified |
IEE P 11Toolkit mde | 5183 KB Microsoft Office Acc...  11/12/2008 10:58 AM
™ FecelSafeManual ndf 725 KR Adnhe Acmbat Doe AA37008 226 AM
Snapshot from TC1_Stepb
OFMI4 Daniel Waterman 11:04:55 AM 11/12/2008
7  Record filelocation for the Excel Safe security workgroup  Filelocation for EsSec.mdw File location for EsSec.mdw Pass DW 12-Nov-08
(EsSec.mdw). recorded. recorded.
File Location:
C:\Excel Safe\exe\EsSec.mdw
Wednesday, November 12, 2008 Page 3 of 43




Test Case: 1. Veification of ExcelSafe Installation
Step # Procedure Expected Result

Actual Result P/F Init.

Date

Snapshot from test step #7

| Address |3 C\ExcelSafe'\exe

Mame - | Size | Type | Date Modffied |

Snapshat from TC1_Step?

OFMI4 Daniel Waterman 11:05:24 AM

21 P11 Toolkit mde 5188 KB Microsoft Office Acc...  11/12/2008 10:58 AM
L ExcelSafeManual pdf 225 KB Adobe Acrobat Doc...  8/3/2008 3:26 AM
2 BxcelSafeHelp.chm 95KE Compiled HTML Hel..  8/3/2008 8:25 AM
2B ExcelSafe mde 2944 KB Microsoft Office Acc... 1141142008 1:33 PM
BiExcelsate e 1348 KB Application 2/8/2008 12:27 PM
= ExcelSafe dat 1KB DAT File 11/12/2008 9:55 AM
L] ExcelSafe bmp 522 KB BMP Fils 1/29/2008 7.08 AM
Bl EsSec MDW | 198 KB Microsoft Office Acc...  11/11/2008 10:38 AM
|| ESData tdb 920 KB TDE File 11/12/2008 10:58 AM

Microsoft Access, Version 2000 or higher isinstalled.

8  Open Microsoft Access directly. Under the Help item on The version of Microsoft
the menu, select About Microsoft Access.... Veify the Access is Access 2000 or
version of Microsoft Access higher.

Snapshot from test step #8

The version of Microsoft Pass DW
Access is Access 2003
(11.8166.8221) SP3.

About Microsoft Office Access

L Microsoft® Office Access 2003 (11.8166.8221) SP3
Part of Microsoft Office Professional Edition 2003
Copyright © 1992-2003 Micrasoft Corporation.  All rights reserved.

Snapshat from TC1_Steps

OFMI4 Daniel Waterman 11:06:08 AM

X

12-Nov-08

Microsoft DAO, Version 3.51 or higher isinstalled.
9 | Onthe About Microsoft Access screen, click System Info The System Information
... button. screen opens without error.

the System Information screen. isVersion 3.51 or higher.

Snapshot from test step #10

The System Information Pass DW
screen opens without error.

10 Enter DAO in the Find what control and click Find. Close  Theversion of DAO loaded The version of DAO loaded Pass DW

isVersion 3.60
(03.60.9512.0).

File Date Manufacturer

Snapshot from TC1_Step10

OFMI4 Daniel Waterman 11:08:40 AM

dao3e0 036095120 M102KB (.. 31072006 1259PM  Microsoft Compor..  c\program files\common files'micros. .
Aztarmedr W7 INNT RERIKR IRT7 LAFIHNNT A0-A1 PR Curmartar Camn rvmrnaram filash rnmmon filacheumant

12-Nov-08

12-Nov-08

The spreadsheet is properly loaded in ExcelSafe.
11  Open ExcelSafe. Verify that the template undergoing The template undergoing

of available templates.

The template undergoing Pass DW

validation appearsin the list of available templates. validation appearsin thelist validation appearsin the list

of available templates.

12-Nov-08
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Test Case: 1. Veification of ExcelSafe Installation
Step # Procedure

Expected Result Actual Result P/F Init. Date
Snapshot from test step #11
DL mlk
¢ E xample Yalidahon =L T
Ofri Syzstems Excels afe Demo.
Snapshot from TC1_Step11
OFMI4 Daniel Waterman 11:09:17 AM
The spreadsheet can use local or networked printers.
12 Select an appropriate worksheet. Print the worksheet (PDF  The spreadsheet can use The spreadsheet can use Pass DW 12-Nov-08
is acceptable). Verify that the spreadsheet can uselocal and local and network printers.  local and network printers.
network printers.
The spreadsheet will not open from outside Excel Safe.
13  Attempt to open the Example Validation.xIt from outside of The template does not open. The template does not open. Pass DW 12-Nov-08
ExcelSafe.
The spreadsheet opens correctly from inside Excel Safe.
14  Onthe Excel Safe main menu, select Add New An instance of the An instance of the Pass DW 12-Nov-08
Spreadsheets. Select the template and click Create New spreadsheet opens without  spreadsheet opens without
Spreadsheet from Template. Save the spreadsheet when error. Theinstance of the  error. The instance of the
prompted. spreadsheet is saved. spreadsheet is saved. (Note:
Spreadsheet named 6dot1-
Stepl4.xls)
Snapshot from test step #14
Ed ExcelSafe - Gdot 1-Step 14 x=
@J File Edit View Insert Format Tools Data ‘Window Help
I EFdR S S VE & a@E-J - @ x
Arial Black - 283 - E = = = -_n-| $ 9, ¢ =0 00
Al - fx ExcelSafe
A | B | ¢ | b | E | F | 6 | H
| ExcelSafe
2 | Spreadsheet Security Made Simple
3
Snapshot from TC1_Step14
OFMI4 Daniel Waterman 11:13:42 AM
15 Makesureal deviations are documented, including any If deviations exist, they are  No Deviations exist. Pass DW 12-Nov-08
screen shots of failed test steps or error messages. documented.
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Qualification Type: OQ

Section # Test Case# Title
8.1. 2 Test Case: Calculation Worksheet and the Plotting Mass vs. Volume Chart

Purpose
To demonstrate functionality of the Calculation Worksheet and the Plotting Mass vs. VVolume chart.

Acceptance Criteria

The Calculation Worksheet:

Allows usersto enter appropriate values for Sample, Mass and Volume.

Calculates Maximum(Volume), Minimum(Volume) and Average(Volume).
Calculates Volume™2.

Allows users to secure and unsecure data by adding or removing electronic signatures.
Is properly formatted for printing.

Records changes in user data to the Excel Safe audit trail.

The Plotting Mass vs. Volume Chart:
Plots Mass (X-axis) vs. Volume (Y -axis).
Plots Volume and Volume®2.

Test Case: 2. Test Case: Calculation Worksheet and the Plotting Mass vs. V olume Chart

Step # Procedure Expected Result Actual Result P/F Init. Date
The Calculation Worksheet allows users to enter appropriate values for Sample, Mass and Volume.
1  Open the Example Validation spreadsheet through The Example Validation The Example Validation Pass DW 12-Nov-08
Excel Safe. Navigate to the Calculation worksheet. spreadsheet opens without  spreadsheet opens without
error. The Calculation error. The Calculation
worksheet opens without worksheet opens without
error. error. (Note: Created

instance of Example
Validation spreadsheet
Case7dot1.xIs for this case.

2 Navigateto cell range A6:A36, Sample. Verify that thecell Cell range A6:A36 accepts  Cell range A6:A36 accepts Pass DW 12-Nov-08
range accepts data entry. data entry. data entry.

Snapshot from test step #2

A | B | c | D |

Plotting Mass vs. Volume
Instructions: Enter Sample 1D, Mass and Volume. Ap|

Sample Mass Volume | Volume~2
A0 0
A2
A3
Ald
10 Als
11 A0B
12 AOTF
13 E

W00 | = ||| || b=

Joocoloo|s|o

Snapshot from TC2_Step2

OFMNI4 Daniel Waterman 11:23:23 AM 11/12/2008

3 Navigateto cell range B6:B36, Mass. Verify that the cell Cell range B6:B36 accepts  Cell range B6:B36 accepts Pass DW 12-Nov-08
range accepts data entry. data entry. data entry.
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Test Case: 2. Test Case: Calculation Worksheet and the Plotting Mass vs. V olume Chart

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #3
A | B | C D |
1
2 |Plotting Mass vs. Volume
3 |Instructions: Enter Sample 1D, Mass and WYolume. Af
4
5 Sample Mass Volume |[Volumen2
B A1 1 0
[ Al2 2 0
5] A3 3 0 F
9 Al4 4 il
10 Als 5 0
11 AlB G 0
12 AT 7 0
13 A0g g 0
Snapshot from TC2_Step3
OFMI4 Daniel Waterman 11:25:11 AM 11/12/2008
4  Navigateto cell range C6:C36, Volume. Verify that thecell Cell range C6:C36 accepts Cell range C6:C36 accepts Pass DW 12-Nov-08
range accepts data entry. data entry. data entry.
The Calculation Worksheet calculates Maximum(Volume), Minimum(Volume) and Average(Volume).
5  Navigateto the cell G6, Max(Volume). Record the Calculationin cell G6 Calculationin cell G6 Pass DW 12-Nov-08
calculation cell G6 should perform. recorded. recorded.
Calculation: Computes the
maximum value of volume.
6  Record theformulain cell G6. Verify that the formula Formulain cell G6 Calculation recorded. Pass DW 12-Nov-08
correctly models the intended calculation. recorded. The formula Calculation: =MAX(C6:C36)
correctly models the The formula correctly models
intended calculation. the intended calculation.
7  Manually perform the calculation in cell G6. Verify that the The manual calculation The manual calculation Pass DW 12-Nov-08
manual calculation matches the spreadsheet calculation. matches the spreadsheet matches the spreadsheet
calculation. calculation.
Manual Calculation: 4 (4is
the maximum value of 0.5, 1,
15,2,25,3,35and 4. See
screen shot in Step 4.)
Spreadsheet Calculation: 4
Snapshot from test step #7
Max(Volume) =
Snapshot from TC2_Step?
QOFMI4 Daniel Waterman
11:35:05 AM 11/12/2008
8 Navigateto the cell G8, Min(Volume). Record the Calculationin cell G8 Calculationin cell G8 Pass DW 12-Nov-08
calculation cell G8 should perform. recorded. recorded.
Calculation: Computes the
minimum value of volume.
9  Record theformulain cell G8. Verify that the formula Formulain cell G8 Calculation recorded. Pass DW 12-Nov-08
correctly models the intended calculation. recorded. The formula Calculation: =MIN(C6:C36)
correctly models the The formula correctly models
intended calculation. the intended calculation.
10 Manualy perform the calculation in cell G8. Verify that the The manual calculation The manual calculation Pass DW 12-Nov-08
manual calculation matches the spreadsheet calculation. matches the spreadsheet matches the spreadsheet
calculation. calculation.

Manual Calculation: 0.5 (0.5
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Test Case: 2. Test Case: Calculation Worksheet and the Plotting Mass vs. V olume Chart

Step # Procedure Expected Result Actual Result P/F Init. Date
isthe minimum value of 0.5,
1,15,2,25,3, 35and 4.
See screen shot in Step 4.)
Spreadsheet Calculation: 0.5
11 Navigateto the cell G10, Average(Volume). Record the Calculation in cell G10 Calculation in cell G10 Pass DW 12-Nov-08
calculation cell G10 should perform. recorded. recorded.
Calculation: Computes the
average value of al volume
data. Average(Volume) =
Sum(V olume)/Count(Volume
12 Record the formulain cell G10. Verify that the formula Formulain cell G10 Calculation recorded. Pass DW 12-Nov-08
correctly models the intended calculation. recorded. The formula Calculation:
correctly models the =AVERAGE(C6:C36)
intended calculation. The formula correctly models
the intended calculation.
Snapshot from test step #12
£ =AVERAGE(C:C)
1 - 1 _
Snapshot from
TC2 Stepi?
OFMI4
Daniel Waterman
11:37:47 AM
111272008
13 Manualy perform the calculation in cell G10. Verify that ~ The manual calculation The manual calculation Pass DW 12-Nov-08
the manual calculation matches the spreadsheet calculation. matches the spreadsheet matches the spreadsheet
calculation. calculation.
Manual Calculation: 2.25
(05+1+15+2+25+3
+35+4=18.18/8=2.25.)
Spreadsheet Calculation: 2.25
Snapshot from test step #13
Average(Volume) =
Snapshat from TC2_Step13
OFMI4 Daniel Waterrman
11:40:34 AM 11/12/2008
The Calculation Worksheet calculates Volume2.
14  Navigateto cell range D6:D36, (C6:C)"2. Record the Calculation recorded. Calculation recorded. Pass DW 12-Nov-08
calculation cell range D6:D36 should perform in absolute Absolute Calculation: Square
terms and in relative terms. the value of the volume cell
Relative Calculation: =(C-
1)~2
15 Record the formulain cell range D6:D36. Verify that the ~ Calculation recorded. The  Calculation recorded. Pass DW 12-Nov-08
formulas correctly models the intended calculation. formulasin cell range Calculation: =C6"2
D6:D36 correctly models ~ Theformulasin cell range
the intended calculation. D6:D36 correctly models the
intended calculation.
16 Verify that all the formulas used by cellsin cell range Theformulasused by cells  Theformulasused by cellsin Pass DW 12-Nov-08
D6:D36 use the same formulas in relative terms. in cell range D6:D36 use cell range D6:D36 use the
the same formulasin same formulasin relative
relative terms. terms. (Note: See Step 4 for
screen shot. Note that all
Wednesday, November 12, 2008 Page 8 of 43




Test Case: 2. Test Case: Calculation Worksheet and the Plotting Mass vs. V olume Chart

Step # Procedure Expected Result Actual Result P/F Init. Date
valuesin column D isthe
square of thevaluein
column C.)
The Plotting Mass vs. Volume Chart plots Mass (X-axis) vs. Volume (Y-axis).
17  Verify that the Plotting Mass vs. Volume Chart plotsMass  The Plotting Mass vs. The Plotting Mass vs. Pass DW 12-Nov-08
(X-axis) vs. Volume (Y -axis). Volume Chart plotsMass  Volume Chart plots Mass on
on the x-axisand Volume  the x-axis and Volume on the
ontheY-axis. Y-axis.
Snapshot from test step #17
Plotting Mass vs. Volume
18
16 -
14
—. 12 -
p—
£ a0 = volume
- -
5 a « Volumenz
= 5 -
4 Tet = -
2 - - = =
-
0 - e : T T
o 4 5 = 10
Mass (g)
Snapshot from TCZ_Step17
OFMNI4 Daniel Waterman 11:46:17 AN 11/12/2008
The Plotting Mass vs. Volume Chart plots Volume and Volume®2.
18 Verify that Volume uses x values from therangeB6:B36 ~ Volume uses x valuesfrom  Volume uses x values from Pass DW 12-Nov-08
and y values from the range C6:C36. the range B6:B36 and y the range B6:B36 and y
values from the range values from the range
C6:C36. C6:C36.
Snapshot from test step #18
Series
-]  Mame: I =Calculation! SCE5 j‘_’
Volume ™2
X Values: I =Calculation! $B.55: $55939 j‘_’
;I ¥ Values: I =Calculation! $C%5: $C5999 jt_]
Add | Remove |
Snapshat from TC2_Stepl1d
OFMNI4 Daniel Waterman 11:46:42 AM 11/12/2008
19 Verify that Volume*2 uses x values from the range B6:B Volumen2 uses x values Volume"2 uses x valuesfrom  Pass DW 12-Nov-08
and y values from the range D6:D36. from the range B6:B36 and the range B6:B36 and y
y values from the range values from the range
D6:D36. D6:D36.
The Calculation Worksheet allows users to secure and unsecure data by adding or removing electronic signatures.
20 Apply an electronic signature to an appropriate cell. Verify The electronic signatureis  The electronic signatureis Pass DW 12-Nov-08

that the electronic signature includes the users name and the applied to the spreadshest.
time/date the signature was applied. Verify that the user
cannot edit data in the spreadsheet with the electronic

signature applied.

was applied. The user

The electronic signature
includes the users name and includes the users name and
the time/date the signature

applied to the spreadsheet.
The electronic signature

the time/date the signature
was applied. The user cannot
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Test Case: 2. Test Case: Calculation Worksheet and the Plotting Mass vs. V olume Chart

Step # Procedure Expected Result Actual Result P/F Init. Date
cannot edit datain the edit datain the spreadshest.
spreadshest.

Snapshot from test step #20

Series
Volume ~|  Mame: I =Calculation! SDS5 :‘J
X Values: I =Calculation! SB56: $85999 :k_]
;I ¥ Values: |=Calculaﬁnn! ghs6: 505939 :k_]

Add | Remaove |

Snapshot from TCZ2_Step20

OFMI4 Daniel Waterman 11:47:18 AM 11/12/2008

21  Removethe electronic signature. Verify that the user can The electronic signatureis  The electronic signatureis Pass DW 12-Nov-08
edit datain the spreadsheet with the electronic signature removed from the removed from the
removed. spreadsheet. Theuser can  spreadsheet. The user can

edit datain the spreadsheet. edit datain the spreadshest.

The Calculation Worksheet is properly formatted for printing.

22 Print the Calculation worksheet (PDF is acceptable). Verify The sheet is properly The sheet is properly Pass DW 12-Nov-08
that the sheet is properly formatted when printed. formatted when printed. formatted when printed.
Snapshot from test step #22
Plotting Mass vs. Volurme
Instruction=: Enter Sample ID, Mass and Wolume. Spply electronic signature to Cell F28 and print workshest
Sample Mass o hu e WVolurmes 2
i;;_l 2 nis. u,125 Maxiwolumesr = =]
A0S 1.5 = o Mintwolumer=[______ 0.5]
e < == e Fveragervelume) -
A0S [= 3 =]
A0F 7 3.5 1225
A0S =3 4 16 Flotting Mass v s. Volume
5 =
o .
= =
] 14
L T3 -
5] =
[1] E 10
[5] % = >
o = -
o * =
o : . =
o 5 z T pe z o
o Mass (gl
[+]
&
5] Signature
1]
5]
1]
o
Snapshot from TCZ2_Step22
OFMI4 Daniel Waterman 12:00:54 PM
23  Closethe Example Validation spreadsheet. The Example Validation The Example Validation Pass DW 12-Nov-08
spreadsheet closeswithout  spreadsheet closes without
error. error.

The Calculation Worksheet records changes in user data to the Excel Safe audit trail.
24  Review the ExcelSafe audit trail. Verify that the audit trail  The audit trail recorded the The audit trail recorded the Pass DW 12-Nov-08

recorded the appropriate times the workbook wasopened  appropriate times the appropriate times the

and closed. Verify the audit trail recorded dataentry inthe  workbook was opened and  workbook was opened and

cells. closed. The audit trail closed. The audit trail
recorded data entry. recorded data entry.
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Test Case: 2. Test Case: Calculation Worksheet and the Plotting Mass vs. V olume Chart

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #24
B ExcelSafe Audit Trail |0l x]
|Book or Sheet Action or Range Edit Type  Onginal Yalue New Yalue Changed By (ID] Date Reason ﬂ
Calculation 6412 fidded li Daniel Waterman NA242008
(Dariel W aterman) 11:22:43 AM
Calculation $BENM Lidded B DarielWaterman NA22008
(Dariel W aterman) 11:22:46 &M
Calculation $B410 Aidded f Daniel Watemnan 11242008
[Dariel W aterman) 11:22:45 &M
Calculation 849 fidded 4 DanielWaterman NA22008
[Mianiel W aterman] 11-72-4R &M
Snapshot from TC2_Step24
QFNI4 Daniel Waterman 12:02:34 PM
25 Make sure al deviations are documented, including any If deviations exist, they are  No Deviations exist. Pass DW 12-Nov-08

screen shots of failed test steps or error messages. documented.
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Qualification Type: OQ

Section # Test Case# Title
8.2. 3
Purpose

Test Case: Accurate Record Generation

To demonstrate Example Spreadsheet compliance with accurate record generation requirements.

Acceptance Criteria

Test for the following requirements:
Excel Safe and the Example Validation spreadsheet have the ability to generate accurate and complete copies of recordsin both
human readable and electronic form suitable for inspection, review and copying by regulatory agencies.
The functionality meets the following requirement of 21 CFR 11.
11.10.b The ability to generate accurate and complete copies of records in both human readable and electronic form suitable for
inspection, review, and copying by the agency. Persons should contact the agency if there are any questions regarding the ability of
the agency to perform review and copying of the electronic records.

The Example Validation spreadsheet will meet the following requirements:

Test Case: 3. Test Case: Accurate Record Generation

Step # Procedure Expected Result Actual Result P/F Init. Date
Users are able select search queries.
1  Open the program using ageneral user login. Onthemain  The Search Information and The Search Information and Pass DW 12-Nov-08
menu of the program, select the Search Engine from the Generate Reports screen Generate Reports screen
Tools menu. opens without error. The opens without error. The
Search Source dropdown Search Source dropdown is
opens and the first query on and thefirst query on thelist
thelist is selected. is selected.
Snapshot from test step #1
£ Search Information and Generale Reports x|
Search Source | Search Current Audit Trail ]
Search Criteria j - and Ga |
Saved
& hnd o0 | -1 - atid Al MR
Snapshot from TC3_Step?
OFNI4 Daniel Waterman 12:04:20 PM
2 Select the Search Current Audit Trail query. The Search Source The Search Sourcedropdown  Pass DW 12-Nov-08
dropdown closes without closes without error. Thefirst
eror. Thefirst Search Search Criteria- Field
Criteria- Field dropdown  dropdown opens and alist of
opensand alist of available available fields from the
fields from the query are query arevisible.
visible.
3 | Select the Sourcefield. Thefirst Search Criteria-  Thefirst Search Criteria - Pass DW 12-Nov-08
Field dropdown closes Field dropdown closes
without error. Thefirst without error. Thefirst
Search Criteria— Search Criteria—
Comparison Operator Comparison Operator
dropdown opensand alist  dropdown opens and alist of
of available comparison available comparison
operators are visible. operators are visible.
Users are able to customize the criteria used to view data from the search.
4 | Select theISNOT NULL comparison operator. Thefirst Search Criteria—  Thefirst Search Criteria— Pass DW 12-Nov-08
Comparison Operator Comparison Operator
dropdown closes without dropdown closes without
error. Thefirst Search error. Thefirst Search
Criteria edit box islocked.  Criteria edit box islocked.
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Test Case: 3. Test Case: Accurate Record Generation

Snapshot from test step #6

Search Criteria controlsand Criteria controls and the

the Search results (quick
view) list box are cleared.

Search results (quick view)
list box are cleared. The

The Search Source displays Search Source displays the

the Search Current Audit
Trail query selected.

Search results [quick wiew]

Snapshot from TC3_Stepb

OFMI4 Daniel Waterman 12:07:04 PM

Search Current Audit Trail
query selected.

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #4
—_—— —
Search Criteria [Source -[[ISNOTHULL - and 4
== = ] '
Snapshot from TC3_Stepd
OFMI4 Daniel Waterman 12:06:08 PIM
5 Click Go. Record screen shot of the search results. The Search results (quick  The Search results (quick Pass DW 12-Nov-08
view) list box displaysall ~ view) list box displays all
items from the Search items from the Search All
Current Audit Trail query  Audit Trails query that
that match the search match the search criteria. A
criteria. A comment appears comment appears below the
below the list box that list box that contains the
contains the record number  record number meeting the
meeting the selection selection criteria.
criteria.
Snapshot from test step #5
Search rezults [quick view)
ID | RecSource | ReciDi | ReciD? a
105 Cazefdotl.xlz 2054 Cazefdot!.xl
104 Calculation 2094 Case7dotl.xl
103 Cazevdot! xl= 2054 Caze7dot =l
102 Calculation 2094 Caserdot!.xl
1M Calculation 2094 Cazevdot! =l
4 I I »
|Search completed. 36 records match this criteria. |
Snapshot from TC3_Steps
OFNI4 Daniel Waterman 12:06:35 PM
6 Click Reset. All information in the All information inthe Search Pass  DW 12-Nov-08
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Test Case: 3. Test Case: Accurate Record Generation

Step # Procedure Expected Result Actual Result P/F Init. Date
7  Usingthefirst Search Criteria controls, select the Source  Thefirst Search Criteria Thefirst Search Criteria edit Pass DW 12-Nov-08
datafield and the CONTAINS comparison operator. edit box allows editing. box allows editing.
8 Inthefirst Search Criteria edit box, type the number 7. The Search results (quick  The Search results (quick Pass DW 12-Nov-08
Click Go. Record screen shot of the search results. view) list box displaysall ~ view) list box displays all
items from the Search items from the Search All
Current Audit Trail query  Audit Trails query that
that match the search match the search criteria. A
criteria. A comment appears comment appears below the
below the list box that list box that contains the
contains the record number  record number meeting the
meeting the selection selection criteria.
criteria
Snapshot from test step #8
Search results [quick wiew]
D | RecSource [ ReciDi | ReciD?
105 Ca=zeTdotl xlz 2054 Cazevdotl.xlz
103 Cazevdotl xlz 2094 Cazefdot! xlz
< | i
Search completed. 2 records match this criteria. |
Snapshot from TC3_Stepd
OFNI4 Daniel Waterman 12:08:42 PM
Users are able to export data to previously defined reports.
9  Inthe Search Source, select Search Current Audit Trail. The Search Current Audit ~ The Search All Audit Trails- Pass DW 12-Nov-08
Enter valid search criteria. In the Select aReport list box,  Trail - Grouped by Date Grouped by Date report
highlight the report named Search Current Audit Trail - report opensin preview opensin preview mode. The
Grouped by Date. Click Preview Report. Record screen shot mode. The report contains  report contains the same
of thereport. the same records that were  records that were visiblein
visible in the Search results  the Search results (quick
(quick view) list box. The  view) list box. The report
report contains acomment  contains a comment in the
in the header that showsthe header that shows the
selection criteria selection criteria
Snapshot from test step #9
Audit Trail Report - Grouped by Date
Searhed for RecSource CONTAINS T
2 "|a'.-:"|'~; Rems
Dzt
11122008
120313 PW  Tabke or Fom Field or Contll EdiType  Crignal Vake Wew Vale Onanged Bf Changed By ID
CaseT dotl ks Cised Aded C-Exce 15k Speadsh |CanklWakman CanlELy alemman
JeetsiCzzaTooN 1B
CassTootxk etz Lzt Saved Changed [11122008 112016 [11/12/2008 113518  |Demkelwatkeman CenielWatzmman
Jan !
Snapshat from TC3_Stepd
OFNI4 Daniel Waterman 12:20:49 P
10 Inthe Search Source, select Search Current Audit Trail. The Search Current Audit ~ The Search All Audit Traills- Pass DW 12-Nov-08
Enter valid search criteria. In the Select aReport list box,  Trail - Grouped by Tableor Grouped by Table or Form
highlight the report named Search Current Audit Trail - Form report opensin report opensin preview
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Test Case: 3. Test Case: Accurate Record Generation
Step # Procedure Expected Result Actual Result P/F

deviations are documented, including any screen shotsof ~ documented.
failed test steps or error messages.

I nit. Date
Grouped by Date. Click Preview Report. Record screen shot preview mode. Thereport  mode. The report contains
of thereport. contains the samerecords  the same records that were
that were visiblein the visible in the Search results
Search results (quick view) (quick view) list box. The
list box. The report contains report contains a comment in
acomment in the header the header that shows the
that shows the selection selection criteria
criteria
Snapshot from test step #10
Audit Trail Report - Grouped by Table or Fo
Seamnied fr RECSourE CONTAING 7
2 matching Rems
Tablke or Fom Fleld ar Contml EdiType  Orignal Valke New Valle nanged By Cranged By ID -]
CaesTanlal
Fhsen Aded e Bak S RaN [Cankl Waeman Canel W Eema 122008
Jests Caze Taon s 120313FM
Date Last Saved Changed  [11M22008 12016 [11M22008 115518 [CamklWaterman Dan kL Waeman 11/12/2008
lans A 120026 FM
Snapshot from TC3_Stepl
OFNI4 Daniel Waterman 12:21:17 PM
Users are able to export datato MS Excel.
11  Click Excel. Record screen shot of the Excd file MS Excel opens. A new MS Excel opens. A new Pass DW 12-Nov-08
workbook is created workbook is created
containing the same records  containing the same records
that werevisiblein the that werevisiblein the
Search results (quick view)  Search results (quick view)
list box. A header line list box. A header line
appears on the spreadsheet  appears on the spreadsheet
with the individual field with the individual field
names. names.
Snapshot from test step #11
I Microsoft Excel - Book1 -|0] x|
@_] Fle Edt View [Insert Format Tools Date  Window Help Typeaquestionforhelp = - @ X
JEARSISRIVEIs2B- I 0814 @Y o -0 F-2 -2
pid -0 By EsEEs v wAEE -0 A D E|Eune)
A v B D
A | B | ¢ | o | E[F [ 6 [ HT 1T | J K/ L |M3‘
1D RecSourcRecID1 ReclD2 ReclD3 FromFielcEditType OrigValue NewValue Changedt Changedt DTime Reason
2 105 Case7dot! 2094 CaseTdot! xls Closed  Added C-\ExcelS: Daniel Wa Daniel Wa 11112/2008 12:03
3 103 Caseldat! 2094 CaseTdot1.xls Date Last Changed | #is #iweses Daniel Wa Daniel Wa 111212008 12:00 Demanst
4
Snapshat from TC3_Step11
QFNI4 Daniel Waterman 12:21:43 PM 1112/2008
12 Close MS Excel. Do not save the workbook. Make sure all  If deviations exist, they are  No Deviations exist. Pass DW 12-Nov-08
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Qualification Type: OQ

Section # Test Case# Title
8.3. 4 Test Case: Program Timeouts

Purpose
To demonstrate Example Spreadsheet compliance with program timeout requirements.

Acceptance Criteria

Test for the following requirements:

Excel Safe provides the Example Validation spreadsheet with will automatically time-out after 10 minutes of non-activity.

The functionality meets the following requirements of 21 CFR 11:

11.10.d Limiting system access to authorized individuals.

11.300.d Use of transaction safeguards to prevent unauthorized use of passwords and/or identification codes, and to detect and
report in an immediate and urgent manner any attempts at their unauthorized use to the system security unit, and, as appropriate, to
organi zational management.

The Example Validation spreadsheet Program Timeouts meets the following requirements:

Test Case: 4. Test Case: Program Timeouts

Step # Procedure Expected Result Actual Result P/F Init. Date
The application locks after a predetermined period of inactivity.
1  Record the Timeout interval. (NOTE: Unless otherwise Timeout interval recorded.  Timeout interval recorded. Pass DW 12-Nov-08
specifically configured, the Excel Safe will Time-out after Timeout interval: 10 minutes
10 minutes.)
2 Open the program using a general user login. Once the The current timeis recorded. The current time is recorded. Pass DW 12-Nov-08
main menu of the program has opened, record the time. Current Time: 12.22 PM
3 Do not touch the mouse or the keyboard until the Program  The Program Secured The Program Secured screen Pass DW 12-Nov-08
Secured screen opens. screen opens after period of  opens after period of
inactivity between the inactivity between the
timeout interval and the timeout interval and the

timeout interval + thetimer timeout interval + the timer
interval. Thecurrent timeis interval. The current timeis
recorded. recorded.

Current Time: 12:35

Snapshot from test step #3

1 am acknowledging that | am an authorized employee or have
been authorized by this company to view or alter the contents of
this program. and that | can be held accountable for any
changes that | may make or electronic files | generate.

This program has been locked or been inactive

for 10 minutes. Please re-enter your password: II

Cancel O |

Current User: Daniel *Waterrnan

Snapshot from TC4__Step3

OFMNI4 Daniel Waterman 12:35:35 PM

4 | Attempt to add information to the Excel spreadsheet. The program does not allow The program does not allow Pass DW 12-Nov-08
the user to add information  the user to add information
to the Excel spreadsheet. to the Excel spreadsheet.

5 Attempt to alter information in the Excel spreadsheet. The program does not allow The program does not allow Pass DW 12-Nov-08
the user to alter information the user to ater information
in the Excel spreadsheet. in the Excel spreadsheet.

6  Usethetop level menus and bring the Main Menu to the The menus do not respond  The menus do not respond Pass DW 12-Nov-08

front. and the Main Menu does and the Main Menu does not
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Test Case: 4. Test Case: Program Timeouts

Step # Procedure

Expected Result

Actual Result

P/F

Init.

Date

and click OK.

Snapshot from test step #7

i

Wrong password.

Snapshaot from TC4_ Step?

OFMI4 Daniel Waterman
12:38:59 PM

Snapshot from test step #8

E

Wrong password.

Snapshot from TC4_Stepd

OFMI4 Daniel Waterman
12:39:57 PM

click Cancel.

Snapshot from test step #9

i

L] E Close the program?
L]
ok | cancel |

Snapshot from TC4 Stepd

OFMI4 Daniel Waterman
12:40:21 PM

7  Onthe Program Secured screen, leave the password NULL

8  Close the message box. On the Program Secured screen,
enter an incorrect password and click OK.

9  Close the message box. On the Program Secured screen,

not respond.

A message box appears
informing the user they
entered an incorrect
password.

A message box appears
informing the user they
entered an incorrect
password.

A message box appears
requesting confirmation to
close the program.

respond.

A message box appears
informing the user they
entered an incorrect
password.

A message box appears
informing the user they
entered an incorrect
password.

A message box appears
requesting confirmation to
close the program.

10 Onthe message box, click Cancel. Use thetop level menus The menus do not respond  The menus do hot respond

Pass

Pass

DW

DW

DW

DW

12-Nov-08

12-Nov-08

12-Nov-08

12-Nov-08

Wednesday, November 12, 2008
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Test Case: 4. Test Case: Program Timeouts

Step # Procedure Expected Result Actual Result P/F Init. Date
and bring the Main Menu to the front. and the Main Menu does and the Main Menu does not
not respond. respond.
The user can unlock the application by providing the password used to originally log in.
11  Onthe Program Secured screen, enter the correct password  The Program Secured The Program Secured screen Pass DW 12-Nov-08
and click OK. screen closes without error.  closes without error.
12 Verify that the Example Validation spreadsheet can be used The Example Validation The Example Validation Pass DW 12-Nov-08
normally. spreadsheet can be used spreadsheet can be used
normally. normally.
The user can close the application without unlocking.
13 Do not touch the mouse or the keyboard until the Program  The program closes without The program closes without Pass DW 12-Nov-08
Secured screen opens. On the Program Secured screen, error. error.
click Cancel. When the message box appears requesting
confirmation to close the program, click OK.
14 Makesureal deviations are documented, including any If deviations exist, they are  No Deviations exist. Pass DW 12-Nov-08

screen shots of failed test steps or error messages.

documented.
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Qualification Type: OQ

Section # Test Case# Title
8.4. 5 Test Case: Audit Trails

Purpose
To demonstrate Example Spreadsheet compliance with audit trail requirements.

Acceptance Criteria

The Example Validation spreadsheet audit trail will meet the following requirements:

Audit Trail records are computer generated.

Audit Trail records are secure (read-only access).

Audit Trail records have an accurate Time/Date stamp.

Audit Trail performs ajournal function and records the Time/Date of operator entries and actions that create, modify and delete
electronic records.

The Audit Trail is unalterable and changesto Audit Trail records do not obscure previously recorded information.

Test Case: 5. Test Case: Audit Trails

Step # Procedure Expected Result Actual Result P/F Init. Date
Audit Trail records are computer generated.
1  Open the Example Validation spreadsheet through The Example Validation The Example Validation Pass DW 12-Nov-08
Excel Safe. Navigate to the Calculation workshest. spreadsheet opens without  spreadsheet opens without
error. The Calculation error. The Calculation
worksheet opens without worksheet opens without
error. error. (Note: New instance of

Example Validation,
Case7dot4 created for this
test case to provide clean
audit trail record.)

2 Navigateto ablank cell in the spreadsheet. Record avalue Vaue and location recorded. Value and location recorded. Pass DW 12-Nov-08

and the location that will be entered onto the spreadsheet. Value: B6
Location: 1
3 Oncerecorded, enter this value to the spreadsheet. Value added to the Value entered to the Pass DW 12-Nov-08
spreadshest. spreadshest.

Snapshot from test step #3

A | B | C |

Plotting Mass vs. Volume
Instructions: Enter Sample ID, Mass an

Sample Mass Volume
1

P = RS o T Y 0 L LN T Y

Snapshot from TCA Step3

OFMI4 Daniel Waterman 12:50:49 P

4 Open theaudit trail by clicking Audit Trail. Record a Screen shot recorded. All Screen shot recorded. All Pass DW 12-Nov-08
screen shot of the audit trail entry for the previous step. aspects of the audit trail aspects of the audit trail
Review the information contained in the audit trail entry. entry are correct. entry are correct.
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Test Case: 5. Test Case: Audit Trails

Snapshot from test step #6

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #4
B ExcelSafe Audit Trail |0l x]
Book or Sheet Action or Range Edit Type Onginal Yalue New Value Changed By (ID] Date Reason
alculatior {845 Aelded 1 D ariel wiaterman 1112/2008
(Diariel v ateman) 12-50:35 PW
Snapshat from TC5_Stepd
OFNI4 Daniel Waterman 12:51:16 PM
5 Closethe audit trail. Navigate to ablank cell in the Formula and location Formula and location Pass DW 12-Nov-08
spreadsheet. Record aformula and the location it will be recorded. recorded.
entered onto the spreadsheet. Formula: =B6"2
Location: C6
6  Oncerecorded, enter thisformulato the spreadsheet. Formula added to the Formula added to the Pass DW 12-Nov-08
spreadshest. spreadshest.

Ch - A =BG2
A [ B [ C |

1
2 |Plotting Mass vs. Volume
3 |Instructions: Enter Sample 1D, Mass an
4
5 | Sample Mass Volume |
B 1 1
=

Snapshot from TCEH Stepb

OFMI4 Daniel Waterman 12:63:17 PM

7

Snapshot from test step #7

Open the audit trail by clicking Audit Trail. Record a
screen shot of the audit trail entry for the previous step. aspects of the audit trail aspects of the audit trail
Review the information contained in the audit trail entry.

Screen shot recorded. All Screen shot recorded. All Pass DW 12-Nov-08

entry are correct. entry are correct.

£ ExcelSale Audt Trail -|o] x|
Book or Sheet Action or Range Edit Type  Original Yalue New Yalue Changed By (ID] Date Reason =
C alculation 4L46 Added 862 Daniel Waterman 11/42/2008

(Drariel W aterman) 125204 Pid
Calculation 1846 fidded 1 Diarel Waterman 1242008

(Daniel W/ aterman) 125030 M

Snapshat from TCA_Step?
OFNI4 Daniel Waterman 12:53:40 PM

8

location of the spreadsheet value.

Close the audit trail. Navigateto acell in the spreadsheet ~ Value and location recorded. Value and location recorded. Pass DW
that has data or a formula. Record the current value and the

9  Record the new spreadsheet value and location.

12-Nov-08
Vaue: B6

Location: 1

Value and location recorded. Value and location recorded. Pass DW 12-Nov-08
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Test Case: 5. Test Case: Audit Trails

Step # Procedure Expected Result Actual Result P/F Init. Date
Vaue: B6
Location: 2
10 Oncerecorded, enter this value to the spreadsheet. Value added to the Value added to the Pass DW 12-Nov-08
spreadshest. spreadshest.
Snapshot from test step #10
A | B |
]
2 |Plotting Mass vs. Voly
3 |Instructions: Enter Sample
4
|| 5 | Sample Mass
b 2
T
Snapshot from TCH_Stepi0
OFNI4 Daniel Waterman
12:656:21 PM
11  Open theaudit trail by clicking Audit Trail. Record a Screen shot recorded. All Screen shot recorded. All Pass DW 12-Nov-08
screen shot of the audit trail entry for the previous step. aspects of the audit trail aspects of the audit trail

Review the information contained in the audit trail entry. entry are correct.
Snapshot from test step #11

entry are correct.

£ ExcelSafe Audit Trai [
Book or Sheet Action or Range Edit Type Original Yalue New Yalue Changed By (ID] Date Reason =)
alculation {646 Changed |1 2 D ariel wiaterman 11A2/2008 7.4, 5tep 10

(Dariel W ateman) 126 P
Calculation L4 fidded =B5"2 D aniel Waterman NA2/2008

(Dhariel W aterman) 1202:04 Pid
Calculation $B46 Added 1 Dl ' aterman 11242008

[Dariel W ateman) 125035 Pi

Snapshat from TC5_Step

OFNI4 Daniel Waterman 12:55:43 PM

12 Closetheaudit trail. Navigate to a cell in the spreadsheet
that has data previously entered. Record the current value
and the location of the spreadsheet value.

Value and location recorded. Value and location recorded. Pass DW 12-Nov-08
Value: B6

Location: 2
13  Deletethe value from the spreadsheet. Value deleted from the Value deleted from the Pass DW 12-Nov-08
spreadshest. spreadsheet.
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Test Case: 5. Test Case: Audit Trails

screen shot of the audit trail entry for the previous step.
Review the information contained in the audit trail entry.

aspects of the audit trail
entry are correct.

aspects of the audit trail
entry are correct.

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #13
A B C |
1
2 |Plotting Mass vs. Volume
| 3 |Instructions: Enter Sample ID. Mass ang
4
5 Sample Mass Volume | ¥
u]
Fl 6 0
7
Snapshat from TC5 Stepl3
OFMI4 Daniel Waterman 12:57:44 PM
14  Open theaudit trail by clicking Audit Trail. Record a Screen shot recorded. All Screen shot recorded. All Pass DW 12-Nov-08
screen shot of the audit trail entry for the previous step. aspects of the audit trail aspects of the audit trail
Review the information contained in the audit trail entry. entry are correct. entry are correct.
Snapshot from test step #14
B ExcelSafe Audit Trail |0l x|
Book or Sheet Action or Range Edit Type Original Yalue New Value Changed By (ID] Date Reason 1=
Calculatior $B46 Delgted 2 Daniel Wateman NAZA08 74, 5tep13
(Dariel W atemar) 120717 P
Caleulation 846 Changed 1 i Dariel ' aterman NA202008 74, 5kep 0
[Dariel W ateman] 12:54:56 Pid
Calculation LR Added =BE"2 Daniel Waterman TAZI2008
(Dhariel W atemar) 120204 P
Calculation $B45 Added 1 Daniel Waterman TAZI2008
[Dariel W ateman) 125035 P
Snapshat from TCh_Stepd
QOFNI4 Daniel Waterman 12:58:07 PM
15 Closetheaudit trail. Navigate to a cell in the spreadsheet Formula and location Formula and location Pass DW 12-Nov-08
that has a formula previously entered. Record the current recorded. recorded.
formula and the location of the spreadsheet value. Formula: =B6"2
Location: C6
16 Deletethe formulafrom the spreadsheet. Formuladeleted fromthe  Formula deleted from the Pass DW 12-Nov-08
spreadshest. spreadshest.
17  Open theaudit trail by clicking Audit Trail. Record a Screen shot recorded. All Screen shot recorded. All Pass DW 12-Nov-08
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Test Case: 5. Test Case: Audit Trails

audit trail. Take a screen shot of the appropriate entry.

aspects of the audit trail
entry are correct.

aspects of the audit trail
entry are correct. (Note:

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #17
B ExcelSafe Auit Trail -|0| x|
Book or Sheet Action or Range Edit Type Original Yalue New Value Changed By [ID] Date Reason 1=
E alculationd 446 Deleted  =BE"? Drariel wateman 111242008 7.4, Case 16
[Danigl W/ aterman) 125300 PH
Calculation $B$E Deleted 2 Dariel Waterman TTA2/2008 (7.4, 5tep13
[Danigl W/ aterman) 125717 P
Calculation $B$E Changed 1 2 D ariel W aterman TTA2/2008 (7.4, 5tep10
[Danigl W/ aterman) 12:54:56 P
Calculztion $C86 fdded =hE"2 Daniel W ateman NA2/2008
[Danigl W/ aterman) 125204 P
Calculztion 646 fdded 1 Daniel W ateman NA2/2008
[Danigl W/ aterman) 1250:35 P
Snapshot from TC5_Stept?
QOFNI4 Daniel. Waterman 1:00:39 PM
Audit Trail records are secure (read-only access).
18 Attempt to ater datain the audit trail by deleting aline Excel Safe does not allow Excel Safe does not allow Pass DW 12-Nov-08
item. users to delete lines from usersto delete lines from the
the audit trail. audit trail.
19 Attempt to alter data by changing avaluein the audit trail.  ExcelSafe does not allow Excel Safe does not allow Pass DW 12-Nov-08
users to change valuesin usersto change valuesin the
the audit trail. audit trail.
20 Attempt to alter data by deleting avalueinthe audit trail.  Excel Safe does not allow Excel Safe does not allow Pass DW 12-Nov-08
usersto delete valuesin the usersto delete valuesin the
audit trail. audit trail.
21 | Attempt to alter data by adding information to the audit ExcelSafe does not allow Excel Safe does not allow Pass DW 12-Nov-08
trail. usersto add informationto  usersto add information to
the audit trail. the audit trail.
22  Closetheaudit trail screen. Audit trail screen closes. Audit trail screen closes. Pass DW 12-Nov-08
Audit Trail records have an accurate Time/Date stamp.
23 Record the current data/time. Date/Time recorded. Date/Time recorded. Pass DW 12-Nov-08
Date: 11/12/08
Time: 1:02 PM
24  Make an entry in the spreadshest. Entry recorded. Entry recorded. (Cell B7, Pass DW 12-Nov-08
Value=5)
25  Open the audit trail. Verify that the audit trail recorded the The audit trail recorded the The audit trail recorded the Pass DW 12-Nov-08
appropriate date/time for the change. appropriate date/time for the appropriate date/time for the
change. change.
Snapshot from test step #25
£ ExcelSafe Audit Trai -0l x|
Book or Sheet Action or Range Edit Type Original Yalue New Yalue Changed By (ID) Date Reason -
647 fdded f Daniel. Wateman 111212008
(Dvaniel W ateman) 10229 PM
T alon b Lo Frelmbed _0gt [t mamial ek mere min 11142000 (T A Pana i
Snapshat from TCA_Step2h
OFNI4 Daniel Waterman 1:03:21 PM
Audit Trail performs ajournal function and records the Time/Date of operator entries and actions that create, modify and delete electronic records.
26 Closetheaudit trail. Create a new worksheet. Open the Screen shot recorded. All Screen shot recorded. All Pass DW 12-Nov-08
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Test Case: 5. Test Case: Audit Trails
Step # Procedure Expected Result Actual Result P/F Init. Date
Sheet1 created.)
Snapshot from test step #26
£ ExcelSafe Audt Trail -0/ x|
Book or Sheet Action or Range Edit Type  Original Yalue New Value Changed By (ID] Date Reason +
M Added Sheet! Daniel waterman 12008
[Daniel W aterman) 1:04:20 P
["alrnlaticm tR47 fidded R T aniel W atarman 112008
Snapshot from TC5_Step26
QFNI4 Danigl Waterman 1:05:03 PM
27 Closetheaudit trail. Change the name of a worksheet. Screen shot recorded. All Screen shot recorded. All Pass DW 12-Nov-08
Open the audit trail. Take a screen shot of the appropriate  aspects of the audit trail aspects of the audit trail
entry. entry are correct. entry are correct. (Note:
Sheet1 renamed to
NameChange.)
Snapshot from test step #27
£ ExcelSafe Audit Trai -0l x|
Book or Sheet Action or Range Edit Type  Original Yalue New Yalue Changed By (ID] Date Reason =
ameChangs Sheet Name Changed  Shestl MameChange Daniel Watermnan 1141242008
(Dariel W aterman) 1:06:27 PM
Snapshat from TCA_Step27
OFNI4 Daniel Waterman 1:06:55 PM 11/12/2008
28 Closetheaudit trail. Delete an existing worksheet. Open the Screen shot recorded. All Screen shot recorded. All Pass DW 12-Nov-08
audit trail. Take a screen shot of the appropriate entry. aspects of the audit trail aspects of the audit trail
entry are correct. entry are correct. (Note:
Deleted NameChange.)
Snapshot from test step #28
B ExcelSafe Audit Trail - (0| x|
Book or Sheet Action or Range Edit Type Original Value New Value Changed By (ID] Date Reason L
C N4, Deleted  MameChange Dlariel ' aterman 11112/2008 Sheet deleted
[Drariel W ateman) 1:07:11 PM
Y " - Mlaaal ko ~l. - [ Mt | LY [P o Fp— [ T S N 44 1A Annn
Snapshot from TC5_Step2B
QOFNI4 Daniel Waterman 1:07:31 PM
29 Closetheaudit trail. Apply an electronic signature to the Screen shot recorded. All Screen shot recorded. All Pass DW 12-Nov-08
worksheet. Open the audit trail. Take a screen shot of the  aspects of the audit trail aspects of the audit trail
appropriate entry. entry are correct. entry are correct. (Note: Esig
added to Cell F36.)
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Test Case: 5. Test Case: Audit Trails
Step # Procedure

Expected Result

Actual Result P/F

Init.

Date

Snapshot from test step #29

F7 ExcelSafe Audit Trail

=10l

Book or Sheet

LY [ o Fp

Action or Range

$F86

Edit Type Original Yalue
Added

New Yalue

Approved by

- [ART} FPioloid LY [P o Hy

Snapshot from TC5_Step29

OFNI4 Daniel Waterman 1:08:11 PM

Changed By (ID]

Elechonic Signatur - Daniel Wateman
(Daniel W aterman)

[ETFRI L WY )

Date

1141242008
1:07:51 PW

A4 HAANnR R ol d

Reason &

30 Closetheaudit trail. Remove an electronic signature from  Screen shot recorded. All

the worksheet. Open the audit trail. Take a screen shot of aspects of the audit trail
the appropriate entry. entry are correct.

Snapshot from test step #30

Screen shot recorded. All
aspects of the audit trail
entry are correct.

Pass DW

7 ExcelSafe Audit Trail

=10l

Book or Sheet

Action or Range

$F836

Edit Type  Original Yalue
Deleted

New Yalue

Caleulation Elechionic Signature -

tpproved by

Izl lskice tFEIR Addad

Flartramin Simnzhira .

Snapshat from TC5_Step30

OFNI4 Daniel Waterman 1:11:59 PM

Changed By (ID]

Dariel W ateman
[Daniel W ateman)

T awial 10 starman

Date Reason 4

NA22008 7.4, Step 30
T:09.41 PM
A2

12-Nov-08

31 Closetheaudit trail. Navigate to a cell in the spreadsheet

that has data or a formula. Record the current value and the
location of the spreadsheet value.

Change the same cell. Record the new value and the
location of the spreadsheet value.

32 Value recorded.

33

The Audit Trail is unalterable and changes to Audit Trail records do not obscure previously recorded information.
Value and location recorded.

Value and location recorded.
Value: B6

Location: 3

Value recorded.

Value 4

DW

DW

Change the same cell. Record the new value and the
location of the spreadsheet value.

Open the audit trail by clicking Audit Trail. Record a
screen shot of the audit trail entry for the previous step.

Value recorded.

Screen shot recorded.
Multiple entries do not

Value recorded.
Value 5

Screen shot recorded.
Multiple entries do not

DW

DW

12-Nov-08

12-Nov-08

12-Nov-08

12-Nov-08

Review the information contained in the audit trail entry. obscure previously recorded previously recorded

information in the audit trail. information in the audit trail.

Snapshot from test step #34

7 ExcelSdfe Audit Trail

=10/

Book or Sheet

Calculation

Action or Range

i

Edit Type  Original Yalue Mew Value
Changed |4 ]

{B46 Changed 3 4

Calculation 646 Added 3

CannTdabl il Fiabal anb Curimd Chmpmnd 1112000124240 44 4219000 1.40.F7

Snapshat from TCh_Step34

OFNI4 Daniel Waterman 1:14:04 PM

Changed By (ID]
Daniel W/ aterman
(Daniel W aterman)
Dlariel ' ateman
[Daniel W aterman)
Dlariel ' ateman
[Daniel W ateman)

Frawial Vid beern

Date Reason =
1111242008 74, Caze 33
1:13:48 PW
11 H12/2008 74 Caze 32
1:13:41 PW
111242008
11246 Pi

TTHIINND s imnbimaba

35 |Attempt to change values within the audit trail. The user cannot change

values within the audit trail.

The user cannot change
values within the audit trail.

Pass DW

12-Nov-08
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Test Case: 5. Test Case: Audit Trails

Step # Procedure Expected Result Actual Result P/F Init. Date
36 Make sureall deviations are documented, including any If deviations exist, they are  No Deviations exist. Pass DW 12-Nov-08
screen shots of failed test steps or error messages. documented.
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Qualification Type: OQ

Section # Test Case# Title
8.5. 6 Test Case: Electronic Signature Manifestations

Purpose
To demonstrate Example Spreadsheet compliance with electronic signature requirements.

Acceptance Criteria

The Example Validation spreadsheet electronic signatures will meet the following requirements:

Application of an electronic signature requires use of the User ID and password.

Data secured with an electronic signature cannot be edited or deleted unless the electronic signature is removed.
Multiple electronic signatures can be applied to a single workbook page.

Electronic signatures include the printed name of the user applying the electronic signature.

Electronic signatures include the Date/Tune when the electronic signature was applied.

Electronic signatures include the Meaning of the electronic signature.

The Electronic signature is human-readable.

Test Case: 6. Test Case: Electronic Signature Manifestations

Step # Procedure Expected Result Actual Result P/F Init. Date
Application of an electronic signature requires use of the User ID and password.
1  Open ExcelSafe. Open an instance of the Example The spreadsheet opens The spreadsheet opens Pass DW 12-Nov-08
V alidation worksheet. without error. without error. (Note: New
instance of the spreadsheet
created, titled Case7dot5.)
2 Navigateto the Active Sheet Tools screen. Click in the Sign The Apply Electronic The Apply Electronic Pass DW 12-Nov-08
Active Sheet field. Signature screen opens Signature screen opens
without error. without error.
Snapshot from test step #2
Apply Hectronic Signature
E nter Signing |nformation
I arne: |D atiel W aterman
Pazzword: I]
teaning: |Verified | |
Snapshot from TCE_Step?
OFMI4 Daniel Waterman 1:17:44 PM
3 Verify the namefield displays the correct username. The name field displaysthe The name field displays the Pass DW 12-Nov-08
correct username. correct username. (Note: See
screen shot in Step 2.)
4 Enter theincorrect password in the password field. Click The password field accepts  The password field accepts Pass DW 12-Nov-08
Apply Signature. data. The Incorrect data. The Incorrect Password
Password screen opens screen opens without error.
without error.
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Test Case: 6. Test Case: Electronic Signature Manifestations

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #4
Incomect Password x|
L
\lj) The password you entered is incomect. Please try again.
Snapshot from TCE_Stepd
OFMI4 Daniel Waterman 1:18:41 PM
5 Click OK. The Incorrect Password The Incorrect Password Pass DW 12-Nov-08
screen closes without error.  screen closes without error.
6  Select aspecific cel containing data. Enter the correct A message box appears, A message box appears, Pass DW 12-Nov-08
password in the Sign Active Sheet field. stating that signaturescan  stating that signatures can
only be applied to empty only be applied to empty
cells. cels.
Snapshot from test step #6
Cannot Owverwrite Existing Information x|
Ll
1 J Signatures can only be applied to empty cells. Cancelling...
Snapshot from TCE_Stepb
OFNI4 Daniel Waterman 1:19:45 PM
7  Select aspecific cell which does not contain data. Record  Cell recorded. A message  Cell recorded. (Note: Cell Pass DW 12-Nov-08
the cell. Enter the correct password in the Sign Active Sheet box appears asking F36) A message box appears
field. confirmation to apply the  asking confirmation to apply
electronic signatureto the  the electronic signature to
cell and to lock thesheet.  the cell and to lock the sheet.
Snapshot from test step #7
Apply Hectronic Signature Now? ]
\?l‘) Apphy your electronic signature to cell 5F%36 and lock the Calculation sheet from futher changes?
Mo
Snapshot from TCE_Step?
OFMI4 Daniel Waterman 1:20:43 PM
8 [Click No. The message box closes The message box closes Pass DW 12-Nov-08
without error. The electronic without error. The electronic
signature does not get signature does not get
applied to the worksheet. applied to the worksheet.
Wednesday, November 12, 2008 Page 28 of 43




Test Case: 6. Test Case: Electronic Signature Manifestations
Step # Procedure Expected Result Actual Result

P/F Init. Date

9  Sdect aspecific cell which does not contain data. Enter the The message box closes. The message box closes. The
correct password in the Sign Active Sheet field. Whenthe  The electronic signature electronic signature does get
confirmation message box appears, click Yes. does get applied to the applied to the worksheet.

worksheet.

Snapshot from test step #9

Signature
|Electrnni|: Signature - Approved by Daniel Waterrman on 11/12/2008 1:21:33 PM

Snapshot from TCE_Stepd

OFMI4 Daniel Waterman 1:21:45 PM

Pass DW 12-Nov-08

Data secured with an electronic signature cannot be edited or deleted unless the electronic signature is removed.
10 Attempt to alter data on the page with the electronic A message box appears A message box appears
signature. informing the user that the  informing the user that the
cell or chart is protected. cell or chart is protected.

Snapshot from test step #10

Pass DW 12-Nov-08

Microsoft Excel

B The cell or chart you are trying to change is protected and therefore read-only,
L]

To modify a protected cell or chart, first remove protection using the Unprotect Sheet command (Tools menu, Protection submen), You may be prompted for a password,

Snapshat from TC6_Step10

OFMI4 Daniel Waterman 1:22:09 PM

11  Click Remove Electronic Signatures from the active sheet. A message box appears, A message box appears,

confirming that the user confirming that the user
wants to remove the wants to remove the
electronic signature. electronic signature.

Snapshot from test step #11
Confirm Removing Signatures x|

\?J’) This will remove signatures from the active sheet. Continua?

Yes Mo |

Snapshot from TC6_Step1

OFMI4 Daniel Waterman 1:22:39 PM

12 Click No. Electronic signature remains Electronic signature remains
on the worksheet. on the worksheet.
13  Attempt to ater data on the page with the electronic A message box appears A message box appears
signature. informing the user that the  informing the user that the

cell or chart is protected. cell or chart is protected.

Pass DW 12-Nov-08

Pass DW 12-Nov-08

Pass DW 12-Nov-08
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Test Case: 6. Test Case: Electronic Signature Manifestations

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #13
14  Click Remove Electronic Signatures. On the message box  Field accepts data. Field accepts data. Pass DW 12-Nov-08
to confirm the removal of the electronic signatures, click
Y es. When the Reason for Removing Signature message
box appears, enter avalue.
15 Click OK. The electronic signatureis  The electronic signatureis Pass DW 12-Nov-08
removed from the worksheet. removed from the worksheet.
16 Alter data on the worksheet. Datacan beatered onthe  Datacan beon theworksheet. Pass DW 12-Nov-08
workshest.
17  |Open the audit trail. Verify an entry existsfor applying the  An entry existsin theaudit  An entry existsin the audit Pass DW 12-Nov-08
electronic signature. trail, representing the trail, representing the
application of the electronic application of the electronic
signature. signature.
Snapshot from test step #17
18 Verify an entry exists for removing the electronic signature.  An entry existsin theaudit  An entry exists in the audit Pass DW 12-Nov-08
trail, representing the trail, representing the
removal of the electronic removal of the electronic
signature. signature.
Snapshot from test step #18
19 Verify that the entry for removing the electronic signature  The entry for removing the  The entry for removing the Pass DW 12-Nov-08
includes the reason for removing the electronic signature.  electronic signature includes electronic signature includes
the reason for removing the the reason for removing the
electronic signature. eectronic signature. (Note:
See screen shot in Step 18.)
Multiple electronic signatures can be applied to a single workbook page.
20 Selecting an appropriate cell, apply an electronic signature  The electronic signature can The electronic signature can Pass DW 12-Nov-08
to the worksheet. be applied to the worksheet. be applied to the worksheet.
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Test Case: 6. Test Case: Electronic Signature Manifestations
Step # Procedure Expected Result Actual Result P/F Init. Date

Snapshot from test step #20

21  Select asecond appropriate cell. Apply a second electronic A second electronic A second electronic Pass DW 12-Nov-08
signature to the workshest. signature can be applied to  signature can be applied to
the worksheet. the worksheet.

Snapshot from test step #21

22 Select athird appropriate cell. Apply athird electronic A third electronic signature A third electronic signature Pass DW 12-Nov-08
signature to the workshest. can be applied to the can be applied to the
worksheet. worksheet.

Snapshot from test step #22

Electronic signatures include the printed hame of the user applying the electronic signature.

23 Veify that the electronic signature includes the printed The electronic signature The electronic signature Pass DW 12-Nov-08
name of the user applying the electronic signature. includes the printed name of includes the printed name of
the user applying the the user applying the
electronic signature. electronic signature. (Note:

See any previous screen shot
of electronic signature. Step
22, for example.)

Electronic signatures include the Date/Tune when the e ectronic signature was applied.

24  Veify that the electronic signature includes the Date/Time  The electronic signature The electronic signature Pass DW 12-Nov-08
when the electronic signature was applied. includes the Date/Time includes the Date/Time when
when the electronic the electronic signature was
signature was applied. applied. (Note: See any

previous screen shot of
electronic signature. Step 22,

for example.)
Electronic signatures include the Meaning of the electronic signature.
25 Veify that the electronic signature includes the meaning of  The electronic signature The electronic signature Pass DW 12-Nov-08
the electronic signature. includes the meaning of the includes the meaning of the
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Test Case: 6. Test Case: Electronic Signature Manifestations
Step # Procedure

Expected Result

Actual Result

P/F Init. Date

electronic signature.

eectronic signature. (Note:
See any previous screen shot
of electronic signature. Step
22, for example.)

The Electronic signature is human-readable.
26  Veify that the eectronic signature is human-readable.

27 Make sure al deviations are documented, including any
screen shots of failed test steps or error messages.

The electronic signatureis
human-readable.

If deviations exit, they are
documented.

The electronic signatureis
human-readable.

No Deviations exist.

Pass DW 12-Nov-08

Pass DW 12-Nov-08
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Qualification Type: OQ

Section # Test Case# Title
8.6. 7 Test Case: GenUsers

Purpose
To demonstrate proper functionality of the GenUser security group in the Example Validation spreadshest.

Acceptance Criteria

Members of the GenUsers group:

Can open the spreadsheet.

Cannot add spreadsheet data.

Cannot edit spreadsheet data.

Cannot delete spreadsheet data.

Cannot sign pages within the spreadshest.

Cannot remove electronic signatures from the spreadsheet.

Test Case: 7. Test Case: GenUsers

Step # Procedure Expected Result Actual Result P/F Init. Date
Members of the GenUser group can open the spreadsheet.
1  Open ExcelSafe as an Administrative user. OpentheUser  The selected user isa The selected user isa Pass DW 12-Nov-08
Administration screen. Select a user who is a member of the member of the GenUser member of the GenUser (and
GenUser (and only amember of the GenUser) user group.  (and only amember of the  only a member of the
GenUser) user group. GenUser) user group.
User: usrl
Snapshot from test step #1
2 Login to the spreadsheet as the user selected in the previous The user successfully logs ~ The user successfully logs Pass DW 12-Nov-08
step. into ExcelSafe. into ExcelSafe.
3 | Select the spreadsheet. Verify that members of the GenUser Members of the GenUser Members of the GenUser Pass DW 12-Nov-08
group can open existing instances of the spreadshest. group can open existing group can open existing
instances of the spreadsheet. instances of the spreadsheet.
(Note: Selected
Case7dot1.xls, created
previously.)
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Test Case: 7. Test Case: GenUsers

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #3
4  Verify that spreadsheets opened by members of the Spreadsheets opened by Spreadsheets opened by Pass DW 12-Nov-08
GenUser group are identified as Read-Only. members of the GenUser members of the GenUser
group are identified as Read- group are identified as Read-
Only. Only. (See screen shot in
Step 3.)
Members of the GenUser group cannot add spreadsheet data.
5  Attempt to add data to the spreadshest. The user cannot add datato The user cannot add data to Pass DW 12-Nov-08
the spreadsheet. A message the spreadsheet. A message
appears on the lower left appears on the lower left
corner of the spreadsheset corner of the spreadsheset
informing the user that the  informing the user that the
workbook is read-only. workbook is read-only.
Snapshot from test step #5
Members of the GenUser group cannot edit spreadsheet data.
6  Attempt to edit data within the spreadsheet. The user cannot edit datain The user cannot edit datain Pass DW 12-Nov-08
the spreadsheet. A message  the spreadsheet. A message
appears on the lower left appears on the lower left
corner of the spreadsheset corner of the spreadsheset
informing the user that the  informing the user that the
workbook is read-only. workbook is read-only.
Snapshot from test step #6
Members of the GenUser group cannot delete spreadsheet data.
7  Attempt to delete data from the spreadsheet. The user cannot deletedata  The user cannot delete data Pass DW 12-Nov-08
from the spreadsheet. A from the spreadsheet. A
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Test Case: 7. Test Case: GenUsers

Step # Procedure Expected Result Actual Result P/F Init. Date
message appears on the message appears on the
lower |eft corner of the lower |eft corner of the
spreadsheet informing the  spreadsheet informing the
user that the workbook is  user that the workbook is
read-only. read-only.
Snapshot from test step #7
Members of the GenUser group cannot sign pages within the spreadsheet.
8  Navigate to the Active Sheets Utility screen. Verify that the The Sign Active Sheet field The Sign Active Sheet field Pass DW 12-Nov-08
Sign Active Sheet fidld isinactive. isinactive. Members of the isinactive. Members of the
GenUser group cannot sign  GenUser group cannot sign
pages within the pages within the spreadsheet.
spreadshest.
Snapshot from test step #8
Members of the GenUser group cannot remove electronic signatures from the spreadsheet.
9  Navigateto a spreadsheet with a previously applied A message box appears A message box appears Pass DW 12-Nov-08
eectronic signature. Click Remove Electronic Signatures.  informing the user that the  informing the user that the
security settings does not security settings does not
alow the user toremovean alow the user to remove an
electronic signature. electronic signature.
Members of the GenUser Members of the GenUser
group cannot remove group cannot remove
electronic signaturesfrom  electronic signatures from
the spreadsheet. the spreadsheet.
Snapshot from test step #9
10 Makesureall deviations are documented, including any All deviations have been No Deviations exist. Pass DW 12-Nov-08
screen shots of failed test steps or error messages. documented.
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Qualification Type: OQ

Section # Test Case# Title
8.7. 8 Test Case: DatakEntry
Purpose

To demonstrate proper functionality of the DataEntry security group in the Example Validation spreadsheet.

Acceptance Criteria

Members of the DataEntry group:

Can open the spreadsheet.

Can add spreadsheet data.

Can edit spreadsheet data.

Can delete spreadsheet data.

Cannot sign pages within the spreadshest.

Cannot remove electronic signatures from the spreadsheet.

Test Case: 8. Test Case: DataEntry

Step # Procedure Expected Result Actual Result P/F Init. Date
Members of the DataEntry group can open the spreadsheet.
1  Open ExcelSafe as an Administrative user. OpentheUser  The selected user isa The selected user isa Pass DW 12-Nov-08
Administration screen. Select a user who is a member of the member of the DataEntry ~ member of the DataEntry
DataEntry (and a member of the GenUser) user group. (and a member of the (and a member of the
GenUser) user group. GenUser) user group.
User: usr2
Snapshot from test step #1
2 Login to the spreadsheet as the user selected in the previous The user successfully logs  The user successfully logs Pass DW 12-Nov-08
step. into ExcelSafe. into ExcelSafe.
3 | Select the spreadsheet. Verify that members of the Members of the DataEntry ~ Members of the DataEntry Pass DW 12-Nov-08
DataEntry group can create new instances of the Example  group can create new group can create new
Validation spreadshest. instances of the Example instances of the Example
Validation spreadshest. Validation spreadsheet.
(Note: Created instance titled
DataEntry)
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Test Case: 8. Test Case: DataEntry

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #3
Members of the DataEntry group can add spreadsheet data.
4 | Add datato the spreadshest. The user can add datato the The user can add data to the Pass DW 12-Nov-08
spreadsheet. spreadsheet.
Members of the DataEntry group can edit spreadsheet data.
5  |Edit datawithin the spreadshest. The user can edit datain the The user can edit datain the Pass DW 12-Nov-08
spreadsheet. spreadsheet.
Members of the DataEntry group can delete spreadsheet data.
6  Delete datafrom the spreadsheet. The user can delete data The user can delete data Pass DW 12-Nov-08
from the spreadsheet. from the spreadsheet.
Members of the DataEntry group cannot sign pages within the spreadsheet.
7  Navigate to the Active Sheets Utility screen. Verify that the The Sign Active Sheet field The Sign Active Sheet field Pass DW 12-Nov-08
Sign Active Sheet fidd isinactive. isinactive. Members of the isinactive. Members of the
DataEntry group cannot DataEntry group cannot sign
sign pages within the pages within the spreadsheet.
spreadshest.
Snapshot from test step #7
Members of the DataEntry group cannot remove electronic signatures from the spreadsheet.
8  Navigate to a spreadsheet with a previously applied A message box appears A message box appears Pass DW 12-Nov-08

electronic signature. Click Remove Electronic Signatures.

informing the user that the
security settings does not
alow the user to remove an
electronic signature.
Members of the DataEntry
group cannot remove
electronic signatures from
the spreadsheet.

informing the user that the
security settings does not
alow the user to remove an
electronic signature.
Members of the DataEntry
group cannot remove
electronic signatures from
the spreadsheet.
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Test Case: 8. Test Case: DataEntry

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #8
9 Makesureall deviations are documented, including any All deviations have been No Deviations exist. Pass DW 12-Nov-08
screen shots of failed test steps or error messages. documented.
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Qualification Type: OQ

Section # Test Case# Title
8.8. 9 Test Case: Managers
Purpose

To demonstrate proper functionality of the Managers security group in the Example Validation spreadsheet.

Acceptance Criteria

Members of the Managers group:

Can open the spreadsheet.

Can add spreadsheet data.

Can edit spreadsheet data.

Can delete spreadsheet data.

Can sign pages within the spreadsheet.

Cannot remove electronic signatures from the spreadsheet.

Test Case: 9. Test Case: Managers

Step # Procedure Expected Result Actual Result P/F Init. Date
Members of the Managers group can open the spreadsheet.
1  Open ExcelSafe as an Administrative user. OpentheUser  The selected user isa The selected user isa Pass DW 12-Nov-08
Administration screen. Select a user who is a member of the member of the Managers member of the Managers
Managers (and a member of the DataEntry and GenUser)  (and a member of the (and a member of the
user group. DataEntry and GenUser) DataEntry and GenUser) user
user group. group.
User: usr3
Snapshot from test step #1
2 Login to the spreadsheet as the user selected in the previous The user successfully logs  The user successfully logs Pass DW 12-Nov-08
step. into the database. into the database.
3 | Select the spreadsheet. Verify that members of the Members of the Managers  Members of the Managers Pass DW 12-Nov-08

Managers group can create new instances of the Example
Validation spreadsheet.

group can create new
instances of the Example
Validation spreadsheet.

group can create new
instances of the Example
Validation spreadsheet.
(Note: Created instance titled
Managers)
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Test Case: 9. Test Case: Managers

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #3
Members of the Managers group can add spreadsheet data.
4 | Add datato the spreadshest. The user can add datato the The user can add data to the Pass DW 12-Nov-08
spreadshest. spreadsheet.
Members of the Managers group can edit spreadsheet data.
5  |Edit datawithin the spreadshest. The user can edit datain the The user can edit datain the Pass DW 12-Nov-08
spreadsheet. spreadsheet.
Members of the Managers group can delete spreadsheet data.
6  Delete datafrom the spreadsheet. The user can delete data The user can delete data Pass DW 12-Nov-08
from the spreadsheet. from the spreadsheet.
Members of the Managers group can sign pages within the spreadsheet.
7  Select an appropriate sheet to apply an electronic signature.  The Sign Active Sheet field The Sign Active Sheet field Pass DW 12-Nov-08
Navigate to the Active Sheets Utility screen. isactive. isactive.
Snapshot from test step #7
8 | Select an appropriate cell to apply the electronic signature.  The Electronic Signatureis The Electronic Signatureis Pass DW 12-Nov-08
Enter the user password to apply the electronic signature.  applied to the spreadsheet.  applied to the spreadsheet.
Snapshot from test step #8
9  Verify that the spreadsheet with the applied electronic The spreadsheet with the The spreadsheet with the Pass DW 12-Nov-08
signature cannot be edited. applied electronic signature applied electronic signature
cannot be edited. Members  cannot be edited. Members
of the Managers group can  of the Managers group can
sign pages within sign pages within
spreadshests. spreadshests.
Members of the Managers group cannot remove electronic signatures from the spreadsheet.
10 Navigate to a spreadsheet with a previously applied A message box appears A message box appears Pass DW 12-Nov-08
eectronic signature. Click Remove Electronic Signatures.  informing the user that the  informing the user that the
security settings does not security settings does not
alow the user to remove an alow the user to remove an
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Test Case: 9. Test Case: Managers

Wednesday, November 12, 2008

Step # Procedure Expected Result Actual Result P/F Init. Date
electronic signature. electronic signature.
Members of the Managers  Members of the Managers
group cannot remove group cannot remove
electronic signaturesfrom  electronic signatures from
the spreadsheet. the spreadsheet.
Snapshot from test step #10
11 Make sure al deviations are documented, including any All deviations have been No Deviations exist. Pass DW 12-Nov-08
screen shots of failed test steps or error messages. documented.
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Qualification Type: OQ

Section # Test Case# Title
8.9. 10 Test Case: Administrators

Purpose

To demonstrate proper functionality of the Administrators security group in the Example Validation spreadshest.

Acceptance Criteria

Members of the Administrators group:

Can open the spreadsheet.

Can add spreadsheet data.

Can edit spreadsheet data.

Can delete spreadsheet data.

Can sign pages within the spreadsheet.

Can remove electronic signatures from the spreadsheet.

Test Case: 10. Test Case: Administrators

Step # Procedure Expected Result Actual Result P/F Init. Date
Members of the Administrators group can open the spreadsheet.
1  Open ExcelSafe as an Administrative user. OpentheUser  The selected user isa The selected user isa Pass DW 12-Nov-08
Administration screen. Select a user who is a member of the member of the member of the
Administrators (and a member of the Managers, DataEntry  Administrators (and a Administrators (and a
and GenUser) user group. member of the Managers,  member of the Managers,
DataEntry and GenUser) DataEntry and GenUser) user
user group. group.
User: usr4
Snapshot from test step #1
2 Loginto ExcelSafe asthe user selected in the previous step.  The user successfully logs  The user successfully logs Pass DW 12-Nov-08
Open the Example Validation spreadsheet. into ExcelSafe. The into ExcelSafe. The Example
Example Validation Validation spreadsheet opens
spreadsheet opens without ~ without error.
error.
Members of the Administrators group can add spreadsheet data.
3 |Add datato the spreadsheet. The user can add datato the The user can add data to the Pass DW 12-Nov-08
spreadsheet. spreadsheet.
Members of the Administrators group can edit spreadsheet data.
4 Edit datawithin the spreadshest. The user can edit datain the The user can edit datain the Pass DW 12-Nov-08
spreadsheet. spreadsheet.
Members of the Administrators group can delete spreadsheet data.
5 Delete data from the spreadsheet. The user can delete data The user can delete data Pass DW 12-Nov-08
from the spreadsheet. from the spreadsheet.
Members of the Administrators group can sign pages within the spreadsheet.
6  Select an appropriate sheet to apply an electronic signature.  The Sign Active Sheet field The Sign Active Sheet field Pass DW 12-Nov-08
Navigate to the Active Sheets Utility screen. isactive. isactive.
7  Select an appropriate cell to apply the electronic signature.  The Electronic Signatureis The Electronic Signatureis Pass DW 12-Nov-08
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Test Case: 10. Test Case: Administrators

Step # Procedure Expected Result Actual Result P/F Init. Date
Enter the user password to apply the electronic signature.  applied to the spreadsheet.  applied to the spreadsheet.
Snapshot from test step #7
8  Verify that the spreadsheet with the applied electronic The spreadsheet with the The spreadsheet with the Pass DW 12-Nov-08
signature cannot be edited. applied eectronic signature applied electronic signature
cannot be edited. Members  cannot be edited. Members
of the Administrators group of the Administrators group
can sign pages within can sign pages within
spreadshests. spreadshests.
Members of the Administrators group can remove electronic signatures from the spreadsheet.
9  Navigateto a spreadsheet with a previously applied A message box appears A message box appears Pass DW 12-Nov-08
electronic signature. Click Remove Electronic Signatures.  requesting confirmationto  reguesting confirmation to
remove the electronic remove the electronic
signature. signature.
Snapshot from test step #9
10 Click Yes. Enter areason to remove the electronic signature. All electronic signatures are All electronic signatures are Pass DW 12-Nov-08
removed from the removed from the
spreadshest. spreadsheet.
11  Verify that the spreadsheet with the removed electronic The spreadsheet with the The spreadsheet with the Pass DW 12-Nov-08
signature can be edited. removed electronic removed electronic signature
signature can be edited. can be edited.
12 Makesureal deviations are documented, including any All deviations have been No Deviations exist. Pass DW 12-Nov-08

screen shots of failed test steps or error messages.

documented.
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