Installation / Operational Qualification

Qualification Type: 1Q

Section # Test Case # Title
7.1. 1 Verification of ExcelSafe Installation

Purpose
To verify proper installation of ExcelSafe.

Acceptance Criteria

The test case will demonstrate that:

All documentation required to operate and maintain the system is present.
Microsoft Excel, Version 2000 or higher is installed.

The operating system required for use is MS Windows 2000, MS Windows XP or MS Vista.
All required ExcelSafe files are loaded.

Microsoft Access, Version 2000 or higher is installed.

Microsoft DAO, Version 3.51 or higher is installed.

The Example Validation spreadsheet is properly loaded in ExcelSafe.
The Example Validation spreadsheet can use local or networked printers.
Will not open from outside ExcelSafe.

Opens correctly from inside ExcelSafe.

Test Case: 1. Verification of ExcelSafe Installation

Step # Procedure Expected Result Actual Result P/F Init. Date
All documentation required to operate and maintain the system is present.
1 Verify that all documentation required to operate and All documentation required All documentation required Pass DW 12-Nov-08
maintain the system is present. to operate and maintain the to operate and maintain the
system is present. system is present.

Document Title: Use of
ExcelSafe; Doc ID: OS-V-
100 Revision: 0

Microsoft Excel, Version 2000 or higher is installed.

2 Open Microsoft Excel. Under the Help item on the menu, =~ Microsoft Excel is Version Microsoft Excel is Version Pass DW 12-Nov-08
select About Microsoft Excel.... Verify the version of 2000 or higher. 2003. (11.8231.8221, SP3)
Microsoft Excel. Close Microsoft Excel.

Snapshot from test step #2

About Microsoft Excel |

Microsoft® Office Excel 2003 (11.58231.8221) SP3
Part of Microsoft Office Professional Edition 2003
Copyright © 1985-2003 Microsoft Corporation.  All rights reserved.

Snapshot from TC1_Step?

OFMI4 Daniel Waterman 10:55:39 AM 11/12/2008

The operating system installed for use is either MS Windows 2000 or MS Windows XP or MS Vista.

3 On the desktop, right click the MY Computer icon and The version of Microsoft The version of Microsoft Pass DW 12-Nov-08
select Properties from the menu. Verify the version of Windows currently running 'Windows currently running
Microsoft Windows that is currently running. Close the is either Windows 2000, is Windows XP.
Windows property screen. Windows XP or MS Vista.
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Test Case: 1. Verification of ExcelSafe Installation
Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #3
System Restors I Automatic Updates I Remote
General Computer Name I Hardwars I Advanced
System:
Microsoft Windows XP
Professional
l j Version 2002
! ' Service Pack 3
2
Snapshnt from TC1_Step3
QFNI4 Daniel Waterman 10:57:10 AM
All required ExcelSafe files are loaded.
4 Record file location for ExcelSafe.mde program. File location for File location for Pass DW 12-Nov-08
ExcelSafe.mde program ExcelSafe.mde program
recorded. recorded.
File Location:
C:\ExcelSafe\exe\ExcelSafe.
mde
Snapshot from test step #4
| Address | & TRTETEEETY
MName - | Size | Type | Date Modified |
@3" P11 Toolkit mde 5182 KB Microsoft Office Acc...  11/12/2008 10:58 AM
| ExcelSafeManual pdf 225 KB Adobe Acrobat Doc...  8/3/2008 8:26 AM
@ BxcelSafeHelp.chm 35 KB Compiled HTML Hel...  8/3/2008 8:25 AM
' ExcelSafe mde 2944 KB Microsoft Office Acc... 11112008 1:33 PM
n'l FvralSafa ava 1948 KR Amnlicatio; FARSNE 1377 PM
Snapshot from TC1_Stepd
OFMNI4 Daniel Waterman 11:03:13 AM
5 Record file location for ESData.tdb. File location for ESData.tdb File location for ESData.tdb Pass DW 12-Nov-08
recorded. recorded.
File Location:
C:\ExcelSafe\exe\ESData.tdb
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Test Case: 1. Verification of ExcelSafe Installation

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #5
| Address |3 C:\ExcelSafe\exe
Mame - I Size I Type I Date Modified I
I%EF"I'ITn:u:uII':'rt.mu:IE 5188 KB Microsoft Office Acc...  11/12/2008 10:58 AM
| ExcelSafeManual pdf 225 KB Adobe Acrobat Doc...  8/3/2008 8:26 AM
|§1) ExcelSafeHelp.chm 35 KB Compied HTML Hel...  8/3/2008 2:25 AM
@zl' ExcelSafe.mde 2944 KB Microsoft Office Acc...  11/11/2008 1:.33PM
BiEcelssfe exe 1,348 KE Application 2/8/2008 1227 FM
(S| ExcelSafe dat 1KE DAT File 11/2/2008 5:55 AM
@ ExcelSafe bmp 522 KE BMP File 1/25/2008 7.08 AM
@]ESSEC.MD"N 158 KB Microsoft Cffice Acc...  11/11/2008 10:38 AM
@ ESData tdb 520 KB TDE File 11/12/2008 10:58 AM
ELFSPA hmn 19 KR BEMP Fi= RAZA008 2068 P
Snapshot from TC1_Steps
OFMNI4 Daniel Waterman 11:04:10 AM
6 Record file location for P11Toolkit.mde (P11 Toolkit). File location for File location for Pass DW 12-Nov-08
P11Toolkit.mde (P11 P11Toolkit.mde (P11
Toolkit) recorded. Toolkit) recorded.
File Location:
C:\ExcelSafe\exe\P11Toolkit.
mde
Snapshot from test step #6
| Address |3 C:\Excel Safe'\exe
Mame - | Size | Type | Date Modified |
IEE P 11Toolkit mde | 5183 KB Microsoft Office Acc...  11/12/2008 10:58 AM
™ FerelSafeManial ndf 2R KR Adohe Acrmbat Noc 8732008 2-26 AM
Snapshot from TC1_Stepb
OFMI4 Daniel Waterman 11:04:55 AM 11/12/2008
7  Record file location for the ExcelSafe security workgroup  File location for EsSec.mdw File location for EsSec.mdw Pass DW 12-Nov-08
(EsSec.mdw). recorded. recorded.
File Location:
C:\ExcelSafe\exe\EsSec.mdw
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Test Case: 1. Verification of ExcelSafe Installation

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #7
J Address IE} C\Excel Safetexe
Mame - | Size | Type | Date Modffied |
@3" F11Toolkit. mde 5188 KB Microsoft Office Acc... 1171272008 10:58 AM
L ExcelSafeManual pdf 225 KB Adobe Acrobat Doc...  8/3/2008 3:26 AM
E;H] ExcelSafeHelp.chm 95 KB Compiled HTML Hel...  2/3/2002 8:25 AM
@3" ExcelSafe mde 2944 KB  Microsoft Office Acc...  11/11/2008 1:32 PM
BiExcelSafe exe 1,348 KB Application 2/8/2008 12:27 PM
=] BxcelSafe dat 1KB DAT File 111242008 5:55 AM
@ ExcelSafe bmp 522 KB BMP File 1/25/2008 7.08 AM
Bl EsSec MDW | 198 KB Microsoft Office Acc...  11/11/2008 10:38 AM
|_"n ESData tdb 520 KB TDE File 111242002 10:58 AM
Snapshat from TC1_Step?
OFMI4 Daniel Waterman 11:05:24 AM
Microsoft Access, Version 2000 or higher is installed.
8 Open Microsoft Access directly. Under the Help item on The version of Microsoft The version of Microsoft Pass DW 12-Nov-08
the menu, select About Microsoft Access.... Verify the Access is Access 2000 or Access is Access 2003
version of Microsoft Access higher. (11.8166.8221) SP3.
Snapshot from test step #8
About Microsoft Office Access x|
L Microsoft® Office Access 2003 (11.8166.8221) 5P3
Part of Microsoft Office Professional Edition 2003
Copyright © 1992-2003 Micrasoft Corporation.  All rights reserved.
Snapshat from TC1_Steps
OFMI4 Daniel Waterrman 11:06:08 AM
Microsoft DAO, Version 3.51 or higher is installed.
9 On the About Microsoft Access screen, click System Info ~ The System Information The System Information Pass DW 12-Nov-08
... button. screen opens without error.  screen opens without error.
10 Enter DAO in the Find what control and click Find. Close = The version of DAO loaded The version of DAO loaded Pass DW 12-Nov-08
the System Information screen. is Version 3.51 or higher.  is Version 3.60
(03.60.9512.0).
Snapshot from test step #10
File Date Manufacturer
dao360 M102KB(B.. 3/10/2006 1259 PM  Microsoft Corpor...  c\program files'\common files'micros...
Aztaruedr W7 1007 EL RI KR /RT VAT AN-A1 P Camartar Camn ~vmrmaram filas ramimian filas i eumardt
Snapshot from TC1_Step10
OFNI4 Daniel.Waterman 11:08:40 AM
The spreadsheet is properly loaded in ExcelSafe.
11 Open ExcelSafe. Verify that the template undergoing The template undergoing The template undergoing Pass DW 12-Nov-08
validation appears in the list of available templates. validation appears in the list validation appears in the list
of available templates. of available templates.
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Test Case:

1. Verification of ExcelSafe Installation

screen shots of failed test steps or error messages.

documented.

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #11
DL, sl
:Ewamnple Validation=LT
Ofri Syzstems Excels afe Demo.
Snapshot from TC1_Step11
QOFMI4 Daniel Waterman 11:09:17 AM
The spreadsheet can use local or networked printers.
12 Select an appropriate worksheet. Print the worksheet (PDF  The spreadsheet can use The spreadsheet can use Pass DW 12-Nov-08
is acceptable). Verify that the spreadsheet can use local and local and network printers.  local and network printers.
network printers.
The spreadsheet will not open from outside ExcelSafe.
13 Attempt to open the Example Validation.xIt from outside of The template does not open. The template does not open. Pass DW 12-Nov-08
ExcelSafe.
The spreadsheet opens correctly from inside ExcelSafe.
14 On the ExcelSafe main menu, select Add New An instance of the An instance of the Pass DW 12-Nov-08
Spreadsheets. Select the template and click Create New spreadsheet opens without  spreadsheet opens without
Spreadsheet from Template. Save the spreadsheet when error. The instance of the error. The instance of the
prompted. spreadsheet is saved. spreadsheet is saved. (Note:
Spreadsheet named 6dot1-
Step14.xls)
Snapshot from test step #14
Ed ExcelSafe - Gdot 1-Step 14 x=
@J File Edit View Insert Format Tools Data ‘Window Help
5 HR S S B VE &EBB-F - &, = - 5| %l
Arial Black -5 -||B|7|o | ===8]$ 0 ;00 | IE SE
Ad - e ExcelSafe
A B | ¢ | b | E | F G | H
| ExcelSafe
2 | Spreadsheet Security Made Simple
2
Snapshot from TC1_Step14
OFMI4 Daniel Waterman 11:13:42 AM
15  Make sure all deviations are documented, including any If deviations exist, they are  No Deviations exist. Pass DW 12-Nov-08
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Qualification Type: OQ

Section # Test Case # Title
8.1. 2 Test Case: Calculation Worksheet and the Plotting Mass vs. Volume Chart

Purpose
To demonstrate functionality of the Calculation Worksheet and the Plotting Mass vs. Volume chart.

Acceptance Criteria

The Calculation Worksheet:

Allows users to enter appropriate values for Sample, Mass and Volume.

Calculates Maximum(Volume), Minimum(Volume) and Average(Volume).
Calculates Volume”2.

Allows users to secure and unsecure data by adding or removing electronic signatures.
Is properly formatted for printing.

Records changes in user data to the ExcelSafe audit trail.

The Plotting Mass vs. Volume Chart:
Plots Mass (X-axis) vs. Volume (Y-axis).
Plots Volume and Volume”2.

Test Case: 2. Test Case: Calculation Worksheet and the Plotting Mass vs. Volume Chart

Step # Procedure Expected Result Actual Result P/F Init. Date
The Calculation Worksheet allows users to enter appropriate values for Sample, Mass and Volume.
1 Open the Example Validation spreadsheet through The Example Validation The Example Validation Pass DW 12-Nov-08
ExcelSafe. Navigate to the Calculation worksheet. spreadsheet opens without  spreadsheet opens without
error. The Calculation error. The Calculation
worksheet opens without worksheet opens without
error. error. (Note: Created

instance of Example
Validation spreadsheet
Case7dot1.xls for this case.

2 Navigate to cell range A6:A36, Sample. Verify that the cell Cell range A6:A36 accepts  Cell range A6:A36 accepts Pass DW 12-Nov-08
range accepts data entry. data entry. data entry.

Snapshot from test step #2

A | B | € | D |
1
2 |Plotting Mass vs. Volume
3 |[Instructions: Enter Sample 1D, Mass and Volume. Ap
4
5 Sample Mass Volume | Volume~2
6 AlA 0
7 Al2 0
8 Al3 0
9 Al4 0
10 AlS 0
11 AlB 0
12 AlV 0
13 E 0
14 n
Snapshot from TC2_Step2
OFMI4 Daniel Waterman 11:23:23 AM 111272008

3 Navigate to cell range B6:B36, Mass. Verify that the cell Cell range B6:B36 accepts  Cell range B6:B36 accepts Pass DW 12-Nov-08
range accepts data entry. data entry. data entry.
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Test Case: 2. Test Case: Calculation Worksheet and the Plotting Mass vs. Volume Chart

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #3
A | B | D]
1
2 |Plotting Mass vs. Volume
3 |Instructions: Enter Sample 1D, Mass and WYolume. Af
4
5 Sample Mass Volume |[Volumen2
B A1 1 0
[ Al2 2 0
5] A3 3 0 |
9 Al4 4 0
10 Als 5 0
11 AlB G 0
12 AT 7 0
13 A0g g 0
Snapshot from TC2_Step3
OFMI4 Daniel Waterman 11:25:11 AM 11/12/2008
4 Navigate to cell range C6:C36, Volume. Verify that the cell Cell range C6:C36 accepts  Cell range C6:C36 accepts Pass DW 12-Nov-08
range accepts data entry. data entry. data entry.
The Calculation Worksheet calculates Maximum(Volume), Minimum(Volume) and Average(Volume).
5 Navigate to the cell G6, Max(Volume). Record the Calculation in cell G6 Calculation in cell G6 Pass DW 12-Nov-08
calculation cell G6 should perform. recorded. recorded.
Calculation: Computes the
maximum value of volume.
6  Record the formula in cell G6. Verify that the formula Formula in cell G6 Calculation recorded. Pass DW 12-Nov-08
correctly models the intended calculation. recorded. The formula Calculation: =MAX(C6:C36)
correctly models the The formula correctly models
intended calculation. the intended calculation.
7 Manually perform the calculation in cell G6. Verify that the The manual calculation The manual calculation Pass DW 12-Nov-08
manual calculation matches the spreadsheet calculation. matches the spreadsheet matches the spreadsheet
calculation. calculation.
Manual Calculation: 4 (4 is
the maximum value of 0.5, 1,
1.5,2,2.5,3,3.5 and 4. See
screen shot in Step 4.)
Spreadsheet Calculation: 4
Snapshot from test step #7
Max(Volume) = 4]
Snapshot from TC2_Step?
OFMI4 Daniel Waterman
11:35:05 AM 111272008
8 Navigate to the cell G8, Min(Volume). Record the Calculation in cell G8 Calculation in cell G8 Pass DW 12-Nov-08
calculation cell G8 should perform. recorded. recorded.
Calculation: Computes the
minimum value of volume.
9  Record the formula in cell G8. Verify that the formula Formula in cell G8 Calculation recorded. Pass DW 12-Nov-08
correctly models the intended calculation. recorded. The formula Calculation: =MIN(C6:C36)
correctly models the The formula correctly models
intended calculation. the intended calculation.
10  Manually perform the calculation in cell G8. Verify that the The manual calculation The manual calculation Pass DW 12-Nov-08
manual calculation matches the spreadsheet calculation. matches the spreadsheet matches the spreadsheet
calculation. calculation.

Manual Calculation: 0.5 (0.5
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Test Case: 2. Test Case: Calculation Worksheet and the Plotting Mass vs. Volume Chart

Step # Procedure Expected Result Actual Result P/F Init. Date
is the minimum value of 0.5,
1,1.5,2,2.5,3,3.5and 4.
See screen shot in Step 4.)
Spreadsheet Calculation: 0.5
11 Navigate to the cell G10, Average(Volume). Record the Calculation in cell G10 Calculation in cell G10 Pass DW 12-Nov-08
calculation cell G10 should perform. recorded. recorded.
Calculation: Computes the
average value of all volume
data. Average(Volume) =
Sum(Volume)/Count(Volume
)
12 Record the formula in cell G10. Verify that the formula Formula in cell G10 Calculation recorded. Pass DW 12-Nov-08
correctly models the intended calculation. recorded. The formula Calculation:
correctly models the =AVERAGE(C6:C36)
intended calculation. The formula correctly models
the intended calculation.
Snapshot from test step #12
£ =AVERAGE(C:C)
1 - 1 _
Snapshot from
TC2 Stepi2
OFMI4
Daniel Waterman
11:37:47 AM
11/12/2008
13 Manually perform the calculation in cell G10. Verify that ~ The manual calculation The manual calculation Pass DW 12-Nov-08
the manual calculation matches the spreadsheet calculation. matches the spreadsheet matches the spreadsheet
calculation. calculation.
Manual Calculation: 2.25
OS5+1+15+2+25+3
+35+4=18.18/8=2.25))
Spreadsheet Calculation: 2.25
Snapshot from test step #13
Average(Volume) =
Snapshot from TC2_Step13
OFMI4 Daniel Waterman
11:40:34 AM 11/12/2008
The Calculation Worksheet calculates Volume”2.
14 Navigate to cell range D6:D36, (C6:C)*2. Record the Calculation recorded. Calculation recorded. Pass DW 12-Nov-08
calculation cell range D6:D36 should perform in absolute Absolute Calculation: Square
terms and in relative terms. the value of the volume cell
Relative Calculation: =(C-
"2
15  Record the formula in cell range D6:D36. Verify that the Calculation recorded. The  Calculation recorded. Pass DW 12-Nov-08
formulas correctly models the intended calculation. formulas in cell range Calculation: =C6"2
D6:D36 correctly models The formulas in cell range
the intended calculation. D6:D36 correctly models the
intended calculation.
16  Verify that all the formulas used by cells in cell range The formulas used by cells  The formulas used by cellsin ~ Pass  DW 12-Nov-08
D6:D36 use the same formulas in relative terms. in cell range D6:D36 use cell range D6:D36 use the
the same formulas in same formulas in relative
relative terms. terms. (Note: See Step 4 for
screen shot. Note that all
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Test Case: 2. Test Case: Calculation Worksheet and the Plotting Mass vs. Volume Chart

Step # Procedure Expected Result Actual Result P/F Init. Date
values in column D is the
square of the value in
column C.)
The Plotting Mass vs. Volume Chart plots Mass (X-axis) vs. Volume (Y-axis).
17 | Verify that the Plotting Mass vs. Volume Chart plots Mass  The Plotting Mass vs. The Plotting Mass vs. Pass DW 12-Nov-08
(X-axis) vs. Volume (Y-axis). Volume Chart plots Mass ~ Volume Chart plots Mass on
on the x-axis and Volume  the x-axis and Volume on the
on the Y-axis. Y-axis.
Snapshot from test step #17
Plotting Mass vs. Volume
18
16 -
14
—. 12 -
z
= 1o = Yolume
-
5 a « Volumenz
: -
: - ° L = - 3
- -
o = T T T T
o -1 5 = 10
Mass (g)
Snapshot from TCZ_Step17
OFMNI4 DanielWaterman 11:46:17 AM 11122008
The Plotting Mass vs. Volume Chart plots Volume and Volume/2.
18  Verify that Volume uses x values from the range B6:B36 Volume uses x values from  Volume uses x values from Pass DW 12-Nov-08
and y values from the range C6:C36. the range B6:B36 and y the range B6:B36 and y
values from the range values from the range
C6:C36. C6:C36.
Snapshot from test step #18
Series
-]  Mame: I =Calculation! SCE5 j‘_’
Volume "2
X Values: I =Calculation! $B.55: $55939 j‘_’
;I ¥ Values: I =Calculation! $C%5: $C5999 jt_]
Add | Remove |
Snapshat from TC2_Stepl1d
OFMI4 Daniel Waterman 11:46:42 AM 11/12/2008
19 Verity that Volume”2 uses x values from the range B6:B Volume”2 uses x values Volume”2 uses x values from Pass DW 12-Nov-08
and y values from the range D6:D36. from the range B6:B36 and the range B6:B36 and y
y values from the range values from the range
D6:D36. D6:D36.
The Calculation Worksheet allows users to secure and unsecure data by adding or removing electronic signatures.
20 Apply an electronic signature to an appropriate cell. Verify The electronic signature is ~ The electronic signature is Pass DW 12-Nov-08

that the electronic signature includes the users name and the applied to the spreadsheet.

time/date the signature was applied. Verify that the user The electronic signature
cannot edit data in the spreadsheet with the electronic includes the users name and
signature applied. the time/date the signature

was applied. The user

applied to the spreadsheet.
The electronic signature
includes the users name and
the time/date the signature
was applied. The user cannot
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Test Case: 2. Test Case: Calculation Worksheet and the Plotting Mass vs. Volume Chart

Step # Procedure Expected Result Actual Result P/F Init. Date
cannot edit data in the edit data in the spreadsheet.
spreadsheet.

Snapshot from test step #20
Series
Volume | Mame: | =Calculation! $Ds5 EY|
X Values: |=Calculaﬁnn! gRg5:585999 :k_]
=| Yvalues: |=CalculationisDss:sDsass Tk
Add | Remaove |
Snapshot from TCZ2_Step20
OFMI4 Daniel Waterman 11:47:18 AM 11/12/2008
21  Remove the electronic signature. Verify that the user can The electronic signature is  The electronic signature is Pass DW 12-Nov-08
edit data in the spreadsheet with the electronic signature removed from the removed from the
removed. spreadsheet. The user can  spreadsheet. The user can
edit data in the spreadsheet. edit data in the spreadsheet.
The Calculation Worksheet is properly formatted for printing.
22 Print the Calculation worksheet (PDF is acceptable). Verify The sheet is properly The sheet is properly Pass DW 12-Nov-08
that the sheet is properly formatted when printed. formatted when printed. formatted when printed.
Snapshot from test step #22
Plotting Mass vs. Volurme
Instructions: E nter Sample ID, Mass and Wolume. Spplyelectronic signature to Cell F35 and print workshest
Sampie Plass o hu e Volume® 2
i;: 2 nis. u,125 Maxiwolumesr = =]
A0S 1.5 = o Mintwolumer=[______ 0.5]
FrE < == s swveragetvolume) -
06 [ 3 S
SO7 7 35 12.25
A0S & 4 16 Flotting Mass v s. Volume
5 -
] .
g o
] 14
z 2 -
5] =
1] E 1o =i e
L E = = - olumet 2
5 2 . -
2 . E—
S p B p pa z 5
5] Mass (g
5]
5
1] Signature
5]
o
5]
o
Snapshot from TCZ2_Step22
OFMI4 Daniel Waterman 12:00:54 PM
23 Close the Example Validation spreadsheet. The Example Validation The Example Validation Pass DW 12-Nov-08
spreadsheet closes without  spreadsheet closes without
erTor. error.

The Calculation Worksheet records changes in user data to the ExcelSafe audit trail.

24  Review the ExcelSafe audit trail. Verify that the audit trail  The audit trail recorded the The audit trail recorded the Pass DW 12-Nov-08

recorded the appropriate times the workbook was opened appropriate times the appropriate times the

and closed. Verify the audit trail recorded data entry in the =~ workbook was opened and ~ workbook was opened and

cells. closed. The audit trail closed. The audit trail
recorded data entry. recorded data entry.
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Test Case: 2. Test Case: Calculation Worksheet and the Plotting Mass vs. Volume Chart

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #24
B ExcelSafe Audit Trail |0l x]
|Book or Sheet Action or Range Edit Type  Onginal Yalue New Yalue Changed By (ID] Date Reason ﬂ
Calculation 6412 fidded li Daniel Waterman NA242008
(Dariel W aterman) 11:22:43 AM
Calculation $BENM Lidded B DarielWaterman NA22008
(Dariel W aterman) 11:22:46 &M
Calculation $B410 Aidded f Daniel Watemnan 11242008
[Dariel W aterman) 11:22:45 &M
Calculation 849 fidded 4 DanielWaterman NA22008
[Mianiel W aterman] 11-72-4R &M
Snapshot from TC2_Step24
QFNI4 Daniel Waterman 12:02:34 PM
25 Make sure all deviations are documented, including any If deviations exist, they are  No Deviations exist. Pass DW 12-Nov-08

screen shots of failed test steps or error messages. documented.
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Qualification Type: OQ

Section # Test Case # Title
8.2. 3
Purpose

Test Case: Accurate Record Generation

To demonstrate Example Spreadsheet compliance with accurate record generation requirements.

Acceptance Criteria

Test for the following requirements:

ExcelSafe and the Example Validation spreadsheet have the ability to generate accurate and complete copies of records in both
human readable and electronic form suitable for inspection, review and copying by regulatory agencies.
The functionality meets the following requirement of 21 CFR 11:
11.10.b The ability to generate accurate and complete copies of records in both human readable and electronic form suitable for
inspection, review, and copying by the agency. Persons should contact the agency if there are any questions regarding the ability of
the agency to perform review and copying of the electronic records.

The Example Validation spreadsheet will meet the following requirements:

Test Case: 3. Test Case: Accurate Record Generation

Step # Procedure Expected Result Actual Result P/F Init. Date
Users are able select search queries.
1 Open the program using a general user login. On the main ~ The Search Information and The Search Information and Pass DW 12-Nov-08
menu of the program, select the Search Engine from the Generate Reports screen Generate Reports screen
Tools menu. opens without error. The opens without error. The
Search Source dropdown Search Source dropdown is
opens and the first query on and the first query on the list
the list is selected. is selected.
Snapshot from test step #1
£ Search Information and Generale Reports x|
Search Source | Search Current Audit Trail ]
Search Criteria j - and Ga |
Saved
& hed o0 | -l - and alll I
Snapshot from TC3_Step
OFMNI4 Daniel Waterman 12:04:20 PM
2 Select the Search Current Audit Trail query. The Search Source The Search Source dropdown  Pass  DW 12-Nov-08
dropdown closes without closes without error. The first
error. The first Search Search Criteria - Field
Criteria - Field dropdown  dropdown opens and a list of
opens and a list of available available fields from the
fields from the query are query are visible.
visible.
3 Select the Source field. The first Search Criteria -  The first Search Criteria - Pass DW 12-Nov-08
Field dropdown closes Field dropdown closes
without error. The first without error. The first
Search Criteria — Search Criteria —
Comparison Operator Comparison Operator
dropdown opens and a list  dropdown opens and a list of
of available comparison available comparison
operators are visible. operators are visible.
Users are able to customize the criteria used to view data from the search.
4 Select the IS NOT NULL comparison operator. The first Search Criteria—  The first Search Criteria — Pass DW 12-Nov-08

Comparison Operator
dropdown closes without
error. The first Search
Criteria edit box is locked.

Comparison Operator
dropdown closes without
error. The first Search
Criteria edit box is locked.
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Test Case: 3. Test Case: Accurate Record Generation

Snapshot from test step #6

Search Criteria controls and

the Search results (quick
view) list box are cleared.

The Search Source displays

the Search Current Audit
Trail query selected.

Search results [quick wiew]

Snapshot from TC3_Stepb

OFMI4 Daniel Waterman 12:07:04 PM

Criteria controls and the
Search results (quick view)
list box are cleared. The
Search Source displays the
Search Current Audit Trail
query selected.

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #4
—_——— —
Search Criteria [Sourcs «[[15NOT NULL - arid 4
[ = ] '
Snapshot from TC3_Stepd
OFMI4 Daniel Waterman 12:06:08 PM
5 Click Go. Record screen shot of the search results. The Search results (quick ~ The Search results (quick Pass DW 12-Nov-08
view) list box displays all ~ view) list box displays all
items from the Search items from the Search All
Current Audit Trail query  Audit Trails query that
that match the search match the search criteria. A
criteria. A comment appears comment appears below the
below the list box that list box that contains the
contains the record number record number meeting the
meeting the selection selection criteria.
criteria.
Snapshot from test step #5
Search rezults [quick view)
ID | RecSource | ReciDi | ReciD? a
105 Caszevdot! . xlz 2094 Casevdot!.xl
104 Calculation 2054 Caze7dot! x(
103 Caszefdot] xls 2084 Caszefdot! xl
102 Calculation 2054 Cazefdotl.xl
M Calculation 2054 Cazefdotl.xl =
4 I I »
|Search completed. 36 records match this criteria. |
Snapshot from TC3_Steps
OFMI4 Daniel Waterman 12:06:35 PIM
6  Click Reset. All information in the All information in the Search ~ Pass  DW 12-Nov-08
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Test Case: 3. Test Case: Accurate Record Generation

Step # Procedure Expected Result Actual Result P/F Init. Date
7 Using the first Search Criteria controls, select the Source The first Search Criteria The first Search Criteria edit Pass DwW 12-Nov-08
data field and the CONTAINS comparison operator. edit box allows editing. box allows editing.
8  In the first Search Criteria edit box, type the number 7. The Search results (quick ~ The Search results (quick Pass DW 12-Nov-08
Click Go. Record screen shot of the search results. view) list box displays all ~ view) list box displays all
items from the Search items from the Search All
Current Audit Trail query  Audit Trails query that
that match the search match the search criteria. A
criteria. A comment appears comment appears below the
below the list box that list box that contains the
contains the record number record number meeting the
meeting the selection selection criteria.
criteria.
Snapshot from test step #8
Search results [quick wiew]
D | RecSource [ ReciDi | ReciD?
105 Ca=zeTdotl xlz 2054 Cazevdotl.xlz
103 Cazevdotl xlz 2094 Cazefdot! xlz
ki i
Search completed. 2 records match this criteria. |
Snapshot from TC3_Stepd
OFNI4 Daniel Waterman 12:08:42 PM
Users are able to export data to previously defined reports.
9 In the Search Source, select Search Current Audit Trail. The Search Current Audit ~ The Search All Audit Trails - Pass DW 12-Nov-08
Enter valid search criteria. In the Select a Report list box, Trail - Grouped by Date Grouped by Date report
highlight the report named Search Current Audit Trail - report opens in preview opens in preview mode. The
Grouped by Date. Click Preview Report. Record screen shot mode. The report contains  report contains the same
of the report. the same records that were  records that were visible in
visible in the Search results the Search results (quick
(quick view) list box. The  view) list box. The report
report contains a comment  contains a comment in the
in the header that shows the header that shows the
selection criteria. selection criteria.
Snapshot from test step #9
Audit Trail Report - Grouped by Date
Searhed for RecSource CONTAINS T
2matening Rems
Cae
11122008
120313 PM  TaDk or Form Al or Contl EdfType  Orignal Vake Nl Vale nanged By Changsd By ID
CazeToot il Cisad Adiced TSz Isatk S Ratsh [Cenkl Wateman CE il Etemman
|z tsiCazeTo0t 1B
CaseT dotl ks Cafe Last Saved Changed 11122008 112016 |1MZM008 11355718  |Cenkelwakeman CanlELy alemman
A Akt
Snapshat from TC3_Stepd
OFNI4 Daniel Waterman 12:20:49 P
10 In the Search Source, select Search Current Audit Trail. The Search Current Audit  The Search All Audit Trails - Pass DW 12-Nov-08

Enter valid search criteria. In the Select a Report list box,
highlight the report named Search Current Audit Trail -

Trail - Grouped by Table or
Form report opens in

Grouped by Table or Form
report opens in preview
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Test Case: 3. Test Case: Accurate Record Generation

Step # Procedure Expected Result Actual Result P/F Init. Date
Grouped by Date. Click Preview Report. Record screen shot preview mode. The report ~ mode. The report contains
of the report. contains the same records  the same records that were

that were visible in the visible in the Search results
Search results (quick view) (quick view) list box. The
list box. The report contains report contains a comment in

a comment in the header the header that shows the
that shows the selection selection criteria.
criteria.
Snapshot from test step #10
Audit Trail Report - Grouped by Table or Fo
Seamhed for RerSource CONTAINS T
2 "1-3'.-3"|"; Rems
Talke or Farm Fleld or Contil EdiType  Orignalvale e Valg Cnanged By Crangsd By ID T
ZEzeTont ks
[Clozed Added CEice B Spratsn |CenkelWaterman Canjel Waeman 11122008
etz CaseToon s 120313PM
Cate Last Saved Cranged (MM22008 112016 |11M2/2008 11:5518  |CenkelWaterman CanlelWeeman 11122008
A Akt 120026 PM
Snapshot from TC3_Stepl
OFNI4 Daniel Waterman 12:21:17 PM

Users are able to export data to MS Excel.
11 Click Excel. Record screen shot of the Excel file

MS Excel opens. A new MS Excel opens. A new Pass DW 12-Nov-08
workbook is created workbook is created

containing the same records containing the same records

that were visible in the that were visible in the

Search results (quick view) Search results (quick view)

list box. A header line list box. A header line

appears on the spreadsheet  appears on the spreadsheet
with the individual field with the individual field

names. names.

Snapshot from test step #11
ol
@_] Fle Edt View [Insert Format Tools Date  Window Help Typeaquestionforhelp = - @ X
IEHRAE0 VA dGB-J9- -0 -HH@gom -0)id 0 2]

i -0 By EsEEs v wAEE -0 A D E|Eune)

Al v A D

A 18 [ c[D]E[F[G6|[H ][I [J]K/] L I~
1D RecSourcRecID1 ReclD2 ReclD3 FromFielcEditType OrigValue NewValue Changedt Changedt DTime Reason
2 105/Casefdat! 2094 CaseTdot.xls Closed Added C:\ExcelS:iDaniel Wa Daniel Wa 1112/2008 12:03

3 103 Caseldat! 2094 CaseTdot1.xls Date Last Changed | #is #iweses Daniel Wa Daniel Wa 111212008 12:00 Demanst
4

Snapshat from TC3_Step11

OFNI4 Daniel Waterman 12:21:43 PM 11/12/2008

12 Close MS Excel. Do not save the workbook. Make sure all  If deviations exist, they are
deviations are documented, including any screen shots of ~ documented.
failed test steps or error messages.

No Deviations exist. Pass DW 12-Nov-08
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Qualification Type: OQ

Section # Test Case # Title
8.3. 4 Test Case: Program Timeouts
Purpose

To demonstrate Example Spreadsheet compliance with program timeout requirements.

Acceptance Criteria

Test for the following requirements:

ExcelSafe provides the Example Validation spreadsheet with will automatically time-out after 10 minutes of non-activity.

The functionality meets the following requirements of 21 CFR 11:
11.10.d Limiting system access to authorized individuals.
11.300.d Use of transaction safeguards to prevent unauthorized use of passwords and/or identification codes, and to detect and
report in an immediate and urgent manner any attempts at their unauthorized use to the system security unit, and, as appropriate, to

organizational management.

The Example Validation spreadsheet Program Timeouts meets the following requirements:

Test Case: 4. Test Case: Program Timeouts

Step # Procedure Expected Result Actual Result P/F Init. Date
The application locks after a predetermined period of inactivity.
1 Record the Timeout interval. (NOTE: Unless otherwise Timeout interval recorded.  Timeout interval recorded. Pass DW 12-Nov-08
specifically configured, the ExcelSafe will Time-out after Timeout interval: 10 minutes
10 minutes.)
2 Open the program using a general user login. Once the The current time is recorded. The current time is recorded. Pass DW 12-Nov-08
main menu of the program has opened, record the time. Current Time: 12.22 PM
3 Do not touch the mouse or the keyboard until the Program  The Program Secured The Program Secured screen Pass DW 12-Nov-08
Secured screen opens. screen opens after period of opens after period of
inactivity between the inactivity between the
timeout interval and the timeout interval and the
timeout interval + the timer timeout interval + the timer
interval. The current time is interval. The current time is
recorded. recorded.
Current Time: 12:35
Snapshot from test step #3
1 am acknowledging that | am an authorized employee or have
been authorized by this company to view or alter the contents of
this program. and that | can be held accountable for any
changes that | may make or electronic files | generate.
This program has been locked or been inactive
for 10 minutes. Please re-enter your password: II
Cancel O |
Current User: Daniel Waterman
Snapshot from TC4__Step3
OFMNI4 Daniel Waterman 12:35:35 PM
4 Attempt to add information to the Excel spreadsheet. The program does not allow The program does not allow Pass DW 12-Nov-08
the user to add information the user to add information
to the Excel spreadsheet. to the Excel spreadsheet.
5 Attempt to alter information in the Excel spreadsheet. The program does not allow The program does not allow Pass DW 12-Nov-08
the user to alter information the user to alter information
in the Excel spreadsheet. in the Excel spreadsheet.
6 Use the top level menus and bring the Main Menu to the The menus do not respond  The menus do not respond Pass DW 12-Nov-08

front.

and the Main Menu does

and the Main Menu does not

Wednesday, November 12, 2008
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Test Case: 4. Test Case: Program Timeouts

Step # Procedure Expected Result Actual Result P/F Init. Date
not respond. respond.
7 On the Program Secured screen, leave the password NULL A message box appears A message box appears Pass DW 12-Nov-08
and click OK. informing the user they informing the user they
entered an incorrect entered an incorrect
password. password.
Snapshot from test step #7
H
Wrong password.
Snapshaot from TC4_ Step?
OFMI4 Daniel Waterman
12:38:58 PM
8  Close the message box. On the Program Secured screen, A message box appears A message box appears Pass DW 12-Nov-08
enter an incorrect password and click OK. informing the user they informing the user they
entered an incorrect entered an incorrect
password. password.
Snapshot from test step #8
E
Wrong password.
Snapshot from TC4_Stepd
OFMI4 Daniel Waterman
12:39:57 PM
9  Close the message box. On the Program Secured screen, A message box appears A message box appears Pass DW 12-Nov-08
click Cancel. requesting confirmation to  requesting confirmation to
close the program. close the program.
Snapshot from test step #9
Shutting down the p x|
L] E Close the program?
]
ok | cancel |
Snapshot from TC4 Stepd
OFMI4 Daniel Waterman
12:40:21 PM
10 |On the message box, click Cancel. Use the top level menus The menus do not respond  The menus do not respond Pass DW 12-Nov-08
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Test Case: 4. Test Case: Program Timeouts

Step # Procedure Expected Result Actual Result P/F Init. Date
and bring the Main Menu to the front. and the Main Menu does and the Main Menu does not
not respond. respond.
The user can unlock the application by providing the password used to originally log in.
11 |On the Program Secured screen, enter the correct password The Program Secured The Program Secured screen Pass DW 12-Nov-08
and click OK. screen closes without error.  closes without error.
12 Verify that the Example Validation spreadsheet can be used The Example Validation The Example Validation Pass DW 12-Nov-08
normally. spreadsheet can be used spreadsheet can be used
normally. normally.
The user can close the application without unlocking.
13 Do not touch the mouse or the keyboard until the Program  The program closes without The program closes without Pass DW 12-Nov-08
Secured screen opens. On the Program Secured screen, erTor. error.
click Cancel. When the message box appears requesting
confirmation to close the program, click OK.
14 Make sure all deviations are documented, including any If deviations exist, they are  No Deviations exist. Pass DW 12-Nov-08

screen shots of failed test steps or error messages.

documented.
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Qualification Type: OQ

Section # Test Case # Title
8.4. 5 Test Case: Audit Trails

Purpose
To demonstrate Example Spreadsheet compliance with audit trail requirements.

Acceptance Criteria

The Example Validation spreadsheet audit trail will meet the following requirements:

Audit Trail records are computer generated.

Audit Trail records are secure (read-only access).

Audit Trail records have an accurate Time/Date stamp.

Audit Trail performs a journal function and records the Time/Date of operator entries and actions that create, modify and delete
electronic records.

The Audit Trail is unalterable and changes to Audit Trail records do not obscure previously recorded information.

Test Case: 3. Test Case: Audit Trails

Step # Procedure Expected Result Actual Result P/F Init. Date
Audit Trail records are computer generated.
1 Open the Example Validation spreadsheet through The Example Validation The Example Validation Pass DW 12-Nov-08
ExcelSafe. Navigate to the Calculation worksheet. spreadsheet opens without  spreadsheet opens without
error. The Calculation error. The Calculation
worksheet opens without worksheet opens without
error. error. (Note: New instance of

Example Validation,
Case7dot4 created for this
test case to provide clean
audit trail record.)

2 Navigate to a blank cell in the spreadsheet. Record a value  Value and location recorded. Value and location recorded. Pass DW 12-Nov-08
and the location that will be entered onto the spreadsheet. Value: B6
Location: 1
3 Once recorded, enter this value to the spreadsheet. Value added to the Value entered to the Pass DW 12-Nov-08
spreadsheet. spreadsheet.

Snapshot from test step #3

L A [ B [ C |

Plotting Mass vs. Volume
Instructions: Enter Sample ID, Mass an

Sample Mass Volume
1

P = RS o T Y 0 L LN T Y

Snapshot from TCA Step3

OFMI4 Daniel Waterman 12:50:49 P

4 Open the audit trail by clicking Audit Trail. Record a Screen shot recorded. All Screen shot recorded. All Pass DW 12-Nov-08
screen shot of the audit trail entry for the previous step. aspects of the audit trail aspects of the audit trail
Review the information contained in the audit trail entry. entry are correct. entry are correct.
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Test Case: 3. Test Case: Audit Trails

Step # Procedure

Expected Result Actual Result P/F Init.
Snapshot from test step #4

Date

E7 ExcelSafe Audit Trail

-10/x]

Reason

Book or Sheet Action or Range Edit Type Onginal Yalue
alution 1845 Aelted

New Value Changed By (ID] Date

1 Dlariiel W aterman 11242008
(Diariel v ateman) 12-50:35 PW

Snapshat from TC5_Stepd

OFNI Daniel Waterman 12:51:16 PM

5 Close the audit trail. Navigate to a blank cell in the Formula and location Formula and location Pass DW 12-Nov-08
spreadsheet. Record a formula and the location it will be recorded. recorded.
entered onto the spreadsheet. Formula: =B6/2
Location: C6
6 Once recorded, enter this formula to the spreadsheet. Formula added to the Formula added to the Pass DW 12-Nov-08
spreadsheet. spreadsheet.

Snapshot from test step #6

Ch - A =BG2
A [ B [ C |
i
2 |Plotting Mass vs. Volume
3 |Instructions: Enter Sample 1D, Mass an
4
|| 5 | Sample Mass Volume |
B 1 1
=

Snapshot from TCEH Stepb

OFMI4 Daniel Waterman 12:63:17 PM

7 Open the audit trail by clicking Audit Trail. Record a

screen shot of the audit trail entry for the previous step.
Review the information contained in the audit trail entry.

Snapshot from test step #7

Screen shot recorded. All Screen shot recorded. All

aspects of the audit trail aspects of the audit trail
entry are correct.

Pass DW 12-Nov-08

entry are correct.

£ ExcelSale Audt Trail -|o] x|
Book or Sheet Action or Range Edit Type  Original Yalue New Yalue Changed By (ID] Date Reason =
C alculation 4L46 Added 862 Daniel Waterman 11/42/2008
(Drariel W aterman) 125204 Pid
Calculation 1835 Added 1 Dianiel W aterman TAZ2008
(Daniel W/ aterman) 125030 M
Snapshat from TCA_Step?
OFNI4 Daniel Waterman 12:53.40 PM
8  Close the audit trail. Navigate to a cell in the spreadsheet Value and location recorded. Value and location recorded. Pass DW 12-Nov-08
that has data or a formula. Record the current value and the Value: B6
location of the spreadsheet value. Location: 1

9  Record the new spreadsheet value and location.

Value and location recorded. Value and location recorded. Pass DW 12-Nov-08
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Test Case: 3. Test Case: Audit Trails

Step # Procedure Expected Result Actual Result P/F Init. Date
Value: B6
Location: 2
10 Once recorded, enter this value to the spreadsheet. Value added to the Value added to the Pass DW 12-Nov-08
spreadsheet. spreadsheet.

Snapshot from test step #10

A [ B |
L] 1
2 |Plotting Mass vs. Voly
3 |Instructions: Enter Sample
4
|| 5 | Sample Mass
] 2
7

Snapshot from TCH_Stepi0

OFMI4 Daniel Waterman

12:656:21 PM
11 |Open the audit trail by clicking Audit Trail. Record a Screen shot recorded. All Screen shot recorded. All Pass DW 12-Nov-08
screen shot of the audit trail entry for the previous step. aspects of the audit trail aspects of the audit trail
Review the information contained in the audit trail entry. entry are correct. entry are correct.
Snapshot from test step #11
£ ExcelSafe Audit Trai [
Book or Sheet Action or Range Edit Type Original Yalue New Yalue Changed By (ID] Date Reason =)
alculation {646 Changed |1 2 D ariel wiaterman 11A2/2008 7.4, 5tep 10
(Dariel W ateman) 126 P
Calculation $C36 Aidded =562 Draniel Waterman 1141242008
(Dhariel W aterman) 1202:04 Pid
Calculation $B46 fdded 1 0 aniel W aterman HAZ2008
[Dariel W ateman) 125035 Pi

Snapshat from TC5_Step

OFNI4 Daniel Waterman 12:55:43 PM

12 Close the audit trail. Navigate to a cell in the spreadsheet Value and location recorded. Value and location recorded. Pass DW 12-Nov-08
that has data previously entered. Record the current value Value: B6
and the location of the spreadsheet value. Location: 2
13 Delete the value from the spreadsheet. Value deleted from the Value deleted from the Pass DW 12-Nov-08
spreadsheet. spreadsheet.
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Test Case: 3. Test Case: Audit Trails

Step # Procedure Expected Result Actual Result P/F Init. Date

Snapshot from test step #13

A_ ] B ] C ]

1
2 |Plotting Mass vs. Volume

| 3 |Instructions: Enter Sample ID. Mass ang
4

|| 2 Sample Mass Volume | ¥

F| 6 0
7

Snapshat from TC5 Stepl3

OFMI4 Daniel Waterman 12:57:44 P

14 Open the audit trail by clicking Audit Trail. Record a Screen shot recorded. All Screen shot recorded. All Pass DW 12-Nov-08
screen shot of the audit trail entry for the previous step. aspects of the audit trail aspects of the audit trail
Review the information contained in the audit trail entry. entry are correct. entry are correct.

Snapshot from test step #14

B ExcelSafe Audit Trail |0l x|
Book or Sheet Action or Range Edit Type Original Yalue New Value Changed By (ID] Date Reason 1=
Calculatior $B46 Delgted 2 Daniel Wateman NAZA08 74, 5tep13

(Dariel W atemar) 120717 P
Caleulation 846 Changed 1 i Dariel ' aterman NA202008 74, 5kep 0

[Dariel W ateman] 12:54:56 Pid
Calculation $C46 fidded A5 Daniel Waterman 272008

(Dhariel W atemar) 120204 P
Calculation 846 fidded 1 Daniel Waterman 272008

[Dariel W ateman) 125035 P

Snapshat from TCh_Stepd
QFNI4 Daniel Waterman 12:58:07 PM

15  |Close the audit trail. Navigate to a cell in the spreadsheet Formula and location

Formula and location Pass DW 12-Nov-08
that has a formula previously entered. Record the current recorded. recorded.
formula and the location of the spreadsheet value. Formula: =B6/2
Location: C6
16  Delete the formula from the spreadsheet. Formula deleted from the Formula deleted from the Pass DW 12-Nov-08
spreadsheet. spreadsheet.
17 |Open the audit trail by clicking Audit Trail. Record a Screen shot recorded. All Screen shot recorded. All Pass DW 12-Nov-08
screen shot of the audit trail entry for the previous step. aspects of the audit trail aspects of the audit trail
Review the information contained in the audit trail entry. entry are correct. entry are correct.
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Test Case: 5. Test Case: Audit Trails
Step # Procedure Expected Result Actual Result P/F Init. Date

Snapshot from test step #17

o

Book or Sheet Action or Range Edit Type Original Yalue New Value Changed By [ID] Date Reason 1=

E alculationd 446 Deleted  =BE"? Drariel wateman 111242008 7.4, Case 16
[Danigl W/ aterman) 125300 PH

Calculation $B$E Deleted 2 Dariel Waterman TTA2/2008 (7.4, 5tep13
[Danigl W/ aterman) 125717 P

Calculation $B$E Changed 1 2 D ariel W aterman TTA2/2008 (7.4, 5tep10
[Danigl W/ aterman) 12:54:56 P

Calculztion $C86 fdded =hE"2 Daniel W ateman NA2/2008
[Danigl W/ aterman) 125204 P

Calculztion 646 fdded 1 Daniel W ateman NA2/2008
[Danigl W/ aterman) 1250:35 P

Snapshot from TC5_Stept?

OFNI4 Daniel. Waterman 1:00:39 PM

Audit Trail records are secure (read-only access).

18  |Attempt to alter data in the audit trail by deleting a line ExcelSafe does not allow ExcelSafe does not allow Pass DW 12-Nov-08
item. users to delete lines from users to delete lines from the
the audit trail. audit trail.
19  Attempt to alter data by changing a value in the audit trail. ~ ExcelSafe does not allow ExcelSafe does not allow Pass DW 12-Nov-08
users to change values in users to change values in the
the audit trail. audit trail.
20 Attempt to alter data by deleting a value in the audit trail. ~ ExcelSafe does not allow ExcelSafe does not allow Pass DW 12-Nov-08
users to delete values in the users to delete values in the
audit trail. audit trail.
21 |Attempt to alter data by adding information to the audit ExcelSafe does not allow ExcelSafe does not allow Pass DW 12-Nov-08
trail. users to add information to  users to add information to
the audit trail. the audit trail.
22 Close the audit trail screen. Audit trail screen closes. Audit trail screen closes. Pass DW 12-Nov-08
Audit Trail records have an accurate Time/Date stamp.
23 Record the current data/time. Date/Time recorded. Date/Time recorded. Pass DW 12-Nov-08
Date: 11/12/08
Time: 1:02 PM
24 Make an entry in the spreadsheet. Entry recorded. Entry recorded. (Cell B7, Pass DW 12-Nov-08
Value = 5)
25  Open the audit trail. Verify that the audit trail recorded the  The audit trail recorded the The audit trail recorded the Pass DW 12-Nov-08
appropriate date/time for the change. appropriate date/time for the appropriate date/time for the
change. change.

Snapshot from test step #25

o

Action or Range Edit Type  Original Yalue New Yalue Changed By [ID] Date Reason +
637 fidded ] Daniel W aternan 111242008
(Drariel W ateman) 1:02: 23 PM
T alon b Lo Frelmbed _0gt [t mamial ek mere min 11142000 (T A Pana i

Snapshat from TCA_Step2h

OFNI4 Daniel Waterman 1:03:21 PM

Audit Trail performs a journal function and records the Time/Date of operator entries and actions that create, modify and delete electronic records.

26  Close the audit trail. Create a new worksheet. Open the Screen shot recorded. All Screen shot recorded. All Pass DW 12-Nov-08
audit trail. Take a screen shot of the appropriate entry. aspects of the audit trail aspects of the audit trail
entry are correct. entry are correct. (Note:
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Test Case: 5. Test Case: Audit Trails
Step # Procedure Expected Result Actual Result P/F Init. Date
Sheetl created.)
Snapshot from test step #26
£ ExcelSafe Audt Trail -0/ x|
Book or Sheet Action or Range Edit Type  Original Yalue New Value Changed By (ID] Date Reason +
M Added Sheet! Daniel waterman 12008
[Daniel W aterman) 1:04:20 P
["alrulating tR7 dirlre R Mariel Watarman 1T A7INNR
Snapshot from TC5_Step26
OFNI4 Daniel Waterman 1:05:03 PM
27  Close the audit trail. Change the name of a worksheet. Screen shot recorded. All Screen shot recorded. All Pass DW 12-Nov-08
Open the audit trail. Take a screen shot of the appropriate  aspects of the audit trail aspects of the audit trail
entry. entry are correct. entry are correct. (Note:
Sheetl renamed to
NameChange.)
Snapshot from test step #27
£ ExcelSafe Audit Trai -0l x|
Book or Sheet Action or Range Edit Type  Original Yalue New Yalue Changed By (ID] Date Reason =
Sheet Name Changed  Shestl MameChange Daniel Watermnan 1141242008
(Dariel W aterman) 1:06:27 PM
Snapshat from TCA_Step27
OFNI4 Daniel Waterman 1:06:55 PM 11/12/2008
28  Close the audit trail. Delete an existing worksheet. Open the Screen shot recorded. All Screen shot recorded. All Pass DW 12-Nov-08
audit trail. Take a screen shot of the appropriate entry. aspects of the audit trail aspects of the audit trail
entry are correct. entry are correct. (Note:
Deleted NameChange.)
Snapshot from test step #28
B ExcelSafe Audit Trail - (0| x|
Book or Sheet Action or Range Edit Type Original Value New Value Changed By (ID] Date Reason L
N4, Deleted  MameChange Dlariel ' aterman 11112/2008 Sheet deleted
[Drariel W ateman) 1:07:11 PM
LY " - [ MNP Y i~ --d Mleaad LY [P o M, Pl o o 44 HAmnnn
Snapshot from TC5_Step2B
OFNI4 Daniel Waterman 1:07:31 PM
29  Close the audit trail. Apply an electronic signature to the Screen shot recorded. All Screen shot recorded. All Pass DW 12-Nov-08
worksheet. Open the audit trail. Take a screen shot of the aspects of the audit trail aspects of the audit trail
appropriate entry. entry are correct. entry are correct. (Note: Esig
added to Cell F36.)
Wednesday, November 12, 2008
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Test Case: 3. Test Case: Audit Trails

values within the audit trail. values within the audit trail.

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #29
B9 ExcelSafe Audt Trail -0 x|
Book or Sheet Action or Range Edit Type Original Yalue New Yalue Changed By (ID] Date Reason &
Calculatiord F836 Added Elechonic Signatur - Daniel Wateman 111242008
Approved by (Daniel W aterman) 1:07:51 PW
LY [P o Fp, [ART} FPioloid LY [P o EpEp | PRI L WY S P, A4 HAANnR R ol d
Snapshot from TC5_Step29
OFNI4 Daniel Waterman 1:08:11 PM
30  Close the audit trail. Remove an electronic signature from  Screen shot recorded. All Screen shot recorded. All Pass DW 12-Nov-08
the worksheet. Open the audit trail. Take a screen shot of ~ aspects of the audit trail aspects of the audit trail
the appropriate entry. entry are correct. entry are correct.
Snapshot from test step #30
B3 ExcelSafe Audit Trail -0/ x|
Book or Sheet Action or Range Edit Type  Original Yalue New Yalue Changed By (ID] Date Reason 4
Caleulation F836 Deleted | Elechionic Signature - Dariel W ateman NA20008 7.4, Sep 30
tpproved by [Daniel W ateman) 1:03.41 PM
Izl sk R Addad Flarttowie Siamahira . Tanial W starmzn 11429009
Snapshat from TC5_Step30
OFNI4 Daniel Waterman 1:11:53 PM
The Audit Trail is unalterable and changes to Audit Trail records do not obscure previously recorded information.
31  Close the audit trail. Navigate to a cell in the spreadsheet Value and location recorded. Value and location recorded. Pass DW 12-Nov-08
that has data or a formula. Record the current value and the Value: B6
location of the spreadsheet value. Location: 3
32 Change the same cell. Record the new value and the Value recorded. Value recorded. Pass DW 12-Nov-08
location of the spreadsheet value. Value: 4
33 Change the same cell. Record the new value and the Value recorded. Value recorded. Pass DW 12-Nov-08
location of the spreadsheet value. Value: 5
34 Open the audit trail by clicking Audit Trail. Record a Screen shot recorded. Screen shot recorded. Pass DW 12-Nov-08
screen shot of the audit trail entry for the previous step. Multiple entries do not Multiple entries do not
Review the information contained in the audit trail entry. obscure previously recorded previously recorded
information in the audit trail. information in the audit trail.
Snapshot from test step #34
B ExcelSafe Audit Trail o [u[ Y
Book or Sheet Action or Range Edit Type  Original Yalue Mew Value Changed By (ID] Date Reason 1=
C alculatior 1846 Changed 4 5 Daniel Wateman 111272008 74, Case 13
(Daniel W aterman) 1:13:48 PW
Calculation 846 Changed 3 4 Dianiel Wateman 111242008 7.4, Case 32
[Daniel W aterman) 1:13:41 PW
Calculation 1846 fidded 3 Daniel W aterman NAZI2008
[Daniel W ateman) 11246 Pi
[ YEYIVR Mok | sk Cniind Plmwmed 1T HIAAGTDA2AN 11 AT TANRT Fiasicl Hbrrrnen 11T s smnbin b
Snapshat from TCh_Step34
OFNI4 Daniel Waterman 1:14:04 PM
35  Attempt to change values within the audit trail. The user cannot change The user cannot change Pass DW 12-Nov-08
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Test Case: 3. Test Case: Audit Trails

Step # Procedure Expected Result Actual Result P/F Init. Date
36  Make sure all deviations are documented, including any If deviations exist, they are  No Deviations exist. Pass DW 12-Nov-08
screen shots of failed test steps or error messages. documented.
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Qualification Type: OQ

Section # Test Case # Title

8.5. 6 Test Case: Electronic Signature Manifestations

Purpose
To demonstrate Example Spreadsheet compliance with electronic signature requirements.

Acceptance Criteria

The Example Validation spreadsheet electronic signatures will meet the following requirements:

Application of an electronic signature requires use of the User ID and password.

Data secured with an electronic signature cannot be edited or deleted unless the electronic signature is removed.
Multiple electronic signatures can be applied to a single workbook page.

Electronic signatures include the printed name of the user applying the electronic signature.

Electronic signatures include the Date/Tune when the electronic signature was applied.

Electronic signatures include the Meaning of the electronic signature.

The Electronic signature is human-readable.

Test Case: 6. Test Case: Electronic Signature Manifestations

Step # Procedure Expected Result Actual Result P/F Init. Date
Application of an electronic signature requires use of the User ID and password.
1 Open ExcelSafe. Open an instance of the Example The spreadsheet opens The spreadsheet opens Pass DW 12-Nov-08
Validation worksheet. without error. without error. (Note: New
instance of the spreadsheet
created, titled Case7dot5.)
2 Navigate to the Active Sheet Tools screen. Click in the Sign The Apply Electronic The Apply Electronic Pass DW 12-Nov-08
Active Sheet field. Signature screen opens Signature screen opens
without error. without error.
Snapshot from test step #2
Apply Hectronic Signature
E nter Signing |nformation )
I amne: |D aniel W aterman
FPassword: I]
teaning: |Verified |
Snapshot from TCE_Step?
OFMI4 Daniel Waterman 1:17:44 PM
3 Verify the name field displays the correct username. The name field displays the The name field displays the Pass DW 12-Nov-08
correct username. correct username. (Note: See
screen shot in Step 2.)
4 Enter the incorrect password in the password field. Click The password field accepts The password field accepts Pass DW 12-Nov-08
Apply Signature. data. The Incorrect data. The Incorrect Password
Password screen opens screen opens without error.
without error.
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Test Case: 6. Test Case: Electronic Signature Manifestations
Step # Procedure Expected Result Actual Result P/F Init. Date

Snapshot from test step #4

X

L.}
\l.l) The password you entered is incomect. Please try again.

Snapshot from TCE_Stepd

OFMI4 Daniel Waterman 1:18:41 PM

5 Click OK. The Incorrect Password The Incorrect Password Pass  DW 12-Nov-08
screen closes without error.  screen closes without error.
6 Select a specific cell containing data. Enter the correct A message box appears, A message box appears, Pass DW 12-Nov-08
password in the Sign Active Sheet field. stating that signatures can  stating that signatures can
only be applied to empty only be applied to empty
cells. cells.

Snapshot from test step #6

Cannot Owverwrite Existing Information x|
L]

1 J Signatures can only be applied to empty cells. Cancelling...

Snapshot from TCE_Stepb

OFMI4 Daniel Waterman 1:19:45 PM

7 Select a specific cell which does not contain data. Record ~ Cell recorded. A message  Cell recorded. (Note: Cell Pass DW 12-Nov-08
the cell. Enter the correct password in the Sign Active Sheet box appears asking F36) A message box appears
field. confirmation to apply the asking confirmation to apply

electronic signature to the  the electronic signature to
cell and to lock the sheet. the cell and to lock the sheet.

Snapshot from test step #7

Apply Hectronic Signature Now? ]

\?t) Apphy your electronic signature to cell 5F%36 and lock the Calculation sheet from futher changes?

Snapshot from TCE_Step?

OFMI4 Daniel Waterman 1:20:43 PM

8  Click No. The message box closes The message box closes Pass DW 12-Nov-08
without error. The electronic without error. The electronic
signature does not get signature does not get

applied to the worksheet. applied to the worksheet.
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Test Case: 6. Test Case: Electronic Signature Manifestations

Step # Procedure Expected Result Actual Result P/F Init. Date
9 Select a specific cell which does not contain data. Enter the The message box closes. The message box closes. The Pass DW 12-Nov-08
correct password in the Sign Active Sheet field. When the ~ The electronic signature electronic signature does get
confirmation message box appears, click Yes. does get applied to the applied to the worksheet.
worksheet.

Snapshot from test step #9

Signature
|Electrnni|: Signature - Approved by Daniel Waterrman on 11/12/2008 1:21:33 PM

Snapshot from TCE_Stepd

OFMI4 Daniel Waterman 1:21:45 PM

Data secured with an electronic signature cannot be edited or deleted unless the electronic signature is removed.

10 Attempt to alter data on the page with the electronic A message box appears A message box appears Pass DW 12-Nov-08
signature. informing the user that the  informing the user that the
cell or chart is protected. cell or chart is protected.

Snapshot from test step #10

Microsoft Excel X

B The cell or chart you are trying to change is protected and therefore read-only,
L]

To modify a protected cell or chart, first remove protection using the Unprotect Sheet command (Tools menu, Protection submen), You may be prompted for a password,

Snapshat from TC6_Step10

OFMI4 Daniel Waterman 1:22:09 PM

11 Click Remove Electronic Signatures from the active sheet. A message box appears, A message box appears, Pass DW 12-Nov-08
confirming that the user confirming that the user
wants to remove the wants to remove the
electronic signature. electronic signature.

Snapshot from test step #11
Coenfirn Removing Signatures ﬂ

\?J’) This will remove signatures from the active sheet. Continua?

Yes Mo |

Snapshot from TC6_Step1

OFMI4 Daniel Waterman 1:22:39 PM

12 |Click No. Electronic signature remains Electronic signature remains Pass DW 12-Nov-08
on the worksheet. on the worksheet.
13 |Attempt to alter data on the page with the electronic A message box appears A message box appears Pass DW 12-Nov-08
signature. informing the user that the  informing the user that the
cell or chart is protected. cell or chart is protected.
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Test Case: 6. Test Case: Electronic Signature Manifestations

to the worksheet. be applied to the worksheet.

be applied to the worksheet.

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #13
Microsoft Excel X|
ff The cell or chart you are trying to change is protected and therefore read-only,
£ Tomodify aprotected cell or chart, first remave protection using the Unprotect Sheet command (Tools menu, Protection submenu). You may be prompted for a password,
Snapshat from TC6_Step13
QOFMI4 Daniel Waterman 1:23:08 PM
14 Click Remove Electronic Signatures. On the message box  Field accepts data. Field accepts data. Pass DW 12-Nov-08
to confirm the removal of the electronic signatures, click
Yes. When the Reason for Removing Signature message
box appears, enter a value.
15 |Click OK. The electronic signature is ~ The electronic signature is Pass DW 12-Nov-08
removed from the worksheet. removed from the worksheet.
16  Alter data on the worksheet. Data can be altered on the ~ Data can be on the worksheet. Pass ~ DW 12-Nov-08
worksheet.
17 Open the audit trail. Verify an entry exists for applying the ~ An entry exists in the audit An entry exists in the audit Pass DW 12-Nov-08
electronic signature. trail, representing the trail, representing the
application of the electronic application of the electronic
signature. signature.
Snapshot from test step #17
Case/dotsls Closed fdded CAEncelSafe\Spreadsh Daniel Wateman 11242008
eete\Caseldothrls  [Daniel\Wateman) 1:2330 P
Snapshat from TC6_Step17
OFNI4 Daniel Waterman 1:27:14 PM
18  |Verity an entry exists for removing the electronic signature. An entry exists in the audit ~An entry exists in the audit Pass DW 12-Nov-08
trail, representing the trail, representing the
removal of the electronic removal of the electronic
signature. signature.
Snapshot from test step #18
T T o
Calculation $F$3E Deleted  Electronic Signature - Daniel W aterman NA22008 |75, 5tp 14
tipproved by (Danigl W/ ateman) 1:24:46 Ph
Snapshat from TC6_Step1d
OFNI4 Daniel Waterman 1:27:28 PM 11112/2008
19 |Verity that the entry for removing the electronic signature ~ The entry for removing the The entry for removing the Pass DW 12-Nov-08
includes the reason for removing the electronic signature.  electronic signature includes electronic signature includes
the reason for removing the the reason for removing the
electronic signature. electronic signature. (Note:
See screen shot in Step 18.)
Multiple electronic signatures can be applied to a single workbook page.
20  Selecting an appropriate cell, apply an electronic signature  The electronic signature can The electronic signature can Pass DW 12-Nov-08
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Test Case: 6. Test Case: Electronic Signature Manifestations
Step # Procedure Expected Result Actual Result P/F Init. Date

Snapshot from test step #20

ElectronicSignature - Approved by Daniel Waterman on 11/12/2008 1:31:22 PM

Snapshot from TCE_Step20

OFMI4 Daniel Waterman 1:31:54 PM

21  Select a second appropriate cell. Apply a second electronic A second electronic A second electronic Pass DW 12-Nov-08
signature to the worksheet. signature can be applied to  signature can be applied to
the worksheet. the worksheet.

Snapshot from test step #21

Electronic Signature - Approved by Daniel.Waterman on 11/12/2008 1:31:22 P
ignature - Approved by Daniel.Waterman on 11/12/2008 1:32:01 P

Snapshot from TCE_Stepa

OFMI4 Daniel Waterman 1:32:12 PM

22 Select a third appropriate cell. Apply a third electronic A third electronic signature A third electronic signature Pass DW 12-Nov-08
signature to the worksheet. can be applied to the can be applied to the
worksheet. worksheet.

Snapshot from test step #22

Electronic Signature - Approved by Daniel \Waterman on 11/12/2008 1:31:22 P
Electronic Signature - Approved by Daniel.\Waterman on 11/12/2008 1:32:01 PIM
ignature - Approved by Daniel \Waterman on 11/12/2008 1:32:18 PIM

Snapshot from TC6_Step2?

OFMI4 Daniel Waterman 1:32:34 PM

Electronic signatures include the printed name of the user applying the electronic signature.

23 Verity that the electronic signature includes the printed The electronic signature The electronic signature Pass DW 12-Nov-08
name of the user applying the electronic signature. includes the printed name of includes the printed name of
the user applying the the user applying the
electronic signature. electronic signature. (Note:

See any previous screen shot
of electronic signature. Step
22, for example.)

Electronic signatures include the Date/Tune when the electronic signature was applied.

24 Verify that the electronic signature includes the Date/Time The electronic signature The electronic signature Pass DW 12-Nov-08
when the electronic signature was applied. includes the Date/Time includes the Date/Time when
when the electronic the electronic signature was
signature was applied. applied. (Note: See any

previous screen shot of
electronic signature. Step 22,
for example.)

Electronic signatures include the Meaning of the electronic signature.

25  |Verity that the electronic signature includes the meaning of The electronic signature The electronic signature Pass DW 12-Nov-08
the electronic signature. includes the meaning of the includes the meaning of the
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Test Case: 6. Test Case: Electronic Signature Manifestations

Step # Procedure Expected Result Actual Result P/F Init. Date
electronic signature. electronic signature. (Note:
See any previous screen shot
of electronic signature. Step
22, for example.)
The Electronic signature is human-readable.
26 Verify that the electronic signature is human-readable. The electronic signature is  The electronic signature is Pass DW 12-Nov-08
human-readable. human-readable.
27  Make sure all deviations are documented, including any If deviations exist, they are  No Deviations exist. Pass DW 12-Nov-08
screen shots of failed test steps or error messages. documented.
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Qualification Type: OQ

Section # Test Case # Title
8.6. 7 Test Case: GenUsers

Purpose
To demonstrate proper functionality of the GenUser security group in the Example Validation spreadsheet.

Acceptance Criteria

Members of the GenUsers group:

Can open the spreadsheet.

Cannot add spreadsheet data.

Cannot edit spreadsheet data.

Cannot delete spreadsheet data.

Cannot sign pages within the spreadsheet.

Cannot remove electronic signatures from the spreadsheet.

Test Case: 7.Test Case: GenUsers

Step # Procedure Expected Result Actual Result P/F Init. Date
Members of the GenUser group can open the spreadsheet.
1 Open ExcelSafe as an Administrative user. Open the User  The selected user is a The selected user is a Pass DW 12-Nov-08
Administration screen. Select a user who is a member of the member of the GenUser member of the GenUser (and
GenUser (and only a member of the GenUser) user group.  (and only a member of the  only a member of the
GenUser) user group. GenUser) user group.
User: usrl
Snapshot from test step #1
Al Uzers Groups this uzer belongs ta Al Groups
Draniel '\ atermarn Genlsers Adrministratars
ESAdmin < | Dratak ntny
fuazr Developers
Lz 3 | Genlsers
Lzrd b anagers
uzrd
Selected Lzer Selected Group
Snapshat from TCT_Step?
COFMI4 Daniel Waterman 1:35:09 FM
2 Login to the spreadsheet as the user selected in the previous The user successfully logs ~ The user successfully logs Pass DW 12-Nov-08
step. into ExcelSafe. into ExcelSafe.
3 Select the spreadsheet. Verify that members of the GenUser Members of the GenUser Members of the GenUser Pass DW 12-Nov-08
group can open existing instances of the spreadsheet. group can open existing group can open existing

instances of the spreadsheet. instances of the spreadsheet.
(Note: Selected
Case7dot1.xls, created
previously.)
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Test Case: 7. Test Case: GenUsers

from the spreadsheet. A

from the spreadsheet. A

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #3
ExcelSafe - Case/dot1xls [Read-Only]
Al - x
A B | C | D
1 o
2 |Plotting Mass vs. Volume
3 |Instructions: Enter Sample 1D, Mass and Volume. A
A
Snapshat from TCT_Step3
OFMI4 Daniel Waterman 1:37:27 PM
4 Verify that spreadsheets opened by members of the Spreadsheets opened by Spreadsheets opened by Pass DW 12-Nov-08
GenUser group are identified as Read-Only. members of the GenUser members of the GenUser
group are identified as Read- group are identified as Read-
Only. Only. (See screen shot in
Step 3.)
Members of the GenUser group cannot add spreadsheet data.
5 Attempt to add data to the spreadsheet. The user cannot add data to The user cannot add data to Pass DW 12-Nov-08
the spreadsheet. A message the spreadsheet. A message
appears on the lower left appears on the lower left
corner of the spreadsheet corner of the spreadsheet
informing the user that the  informing the user that the
workbook is read-only. workbook is read-only.
Snapshot from test step #5
37| I I
M 4 » M4 Introduction 3 Calculatid
This workbook is read-only.
Snapshot from TCT7_Steph
OFMI4 Daniel Waterman 1:38:22 P
I
Members of the GenUser group cannot edit spreadsheet data.
6 Attempt to edit data within the spreadsheet. The user cannot edit data in The user cannot edit data in Pass DW 12-Nov-08
the spreadsheet. A message the spreadsheet. A message
appears on the lower left appears on the lower left
corner of the spreadsheet corner of the spreadsheet
informing the user that the  informing the user that the
workbook is read-only. workbook is read-only.
Snapshot from test step #6
Erdl I I
4 4 » m[% Introduction % Calculatiod
This workbook is read-only,
Snapshat from TCT_Stepb
OFMI4 Daniel Waterman 1:38:41 P
M
Members of the GenUser group cannot delete spreadsheet data.
7  Attempt to delete data from the spreadsheet. The user cannot delete data The user cannot delete data Pass DW 12-Nov-08
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Test Case: 7. Test Case: GenUsers

Step # Procedure Expected Result Actual Result P/F Init. Date
message appears on the message appears on the
lower left corner of the lower left corner of the
spreadsheet informing the  spreadsheet informing the
user that the workbook is user that the workbook is
read-only. read-only.

Snapshot from test step #7
== —=
This workbook is read-only.
Snapshot from TCT7_Step7
OFMI4 Daniel Waterman
1:35:48 PM
Members of the GenUser group cannot sign pages within the spreadsheet.
8  Navigate to the Active Sheets Utility screen. Verify that the The Sign Active Sheet field The Sign Active Sheet field Pass DW 12-Nov-08

Sign Active Sheet field is inactive. is inactive. Members of the is inactive. Members of the
GenUser group cannot sign  GenUser group cannot sign
pages within the pages within the spreadsheet.
spreadsheet.

Snapshot from test step #8
Electronic Signatures
Sign Active Sheet I
keaning of Signature:
Snapshot from TCT7_Stepd
OFMI4 Daniel Waterman 1:39:08 P
Members of the GenUser group cannot remove electronic signatures from the spreadsheet.
9  Navigate to a spreadsheet with a previously applied A message box appears A message box appears Pass DW 12-Nov-08
electronic signature. Click Remove Electronic Signatures.  informing the user that the  informing the user that the
security settings does not security settings does not
allow the user to remove an  allow the user to remove an
electronic signature. electronic signature.
Members of the GenUser Members of the GenUser
group cannot remove group cannot remove
electronic signatures from  electronic signatures from
the spreadsheet. the spreadsheet.
Snapshot from test step #9
Not Allowed x|
L] "-.,‘ Your securty settings do not allow you to remove signatures.
]
Snapshot from TCT_Stepd
OFMI4 Daniel Waterman 1:39:27 PM
10 Make sure all deviations are documented, including any All deviations have been No Deviations exist. Pass DW 12-Nov-08

screen shots of failed test steps or error messages.

documented.
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Qualification Type: OQ

Section # Test Case # Title
8.7. 8 Test Case: DataEntry
Purpose

To demonstrate proper functionality of the DataEntry security group in the Example Validation spreadsheet.

Acceptance Criteria

Members of the DataEntry group:

Can open the spreadsheet.

Can add spreadsheet data.

Can edit spreadsheet data.

Can delete spreadsheet data.

Cannot sign pages within the spreadsheet.

Cannot remove electronic signatures from the spreadsheet.

Test Case: 8. Test Case: DataEntry

Step # Procedure Expected Result Actual Result P/F Init. Date
Members of the DataEntry group can open the spreadsheet.
1 Open ExcelSafe as an Administrative user. Open the User ~ The selected user is a The selected user is a Pass DW 12-Nov-08
Administration screen. Select a user who is a member of the member of the DataEntry member of the DataEntry
DataEntry (and a member of the GenUser) user group. (and a member of the (and a member of the
GenUser) user group. GenUser) user group.
User: usr2
Snapshot from test step #1
Al Uszers Groups this user belongs ko Al Groups
Draniel \w aterman Dratak nitny Adrministrators
ESAdmin Genldzers P, | Dratak ntry
Lzr Developers
HECEA— > || Eertlsers
Lz b anagers
uzrd
[ pui [P R [ B R [ g (Y I [y
Snapshot from TC8_Step
OFMI4 Daniel Waterman 1:41:43 FM
2 Login to the spreadsheet as the user selected in the previous The user successfully logs ~ The user successfully logs Pass DW 12-Nov-08
step. into ExcelSafe. into ExcelSafe.
3 Select the spreadsheet. Verify that members of the Members of the DataEntry  Members of the DataEntry Pass DW 12-Nov-08

DataEntry group can create new instances of the Example
Validation spreadsheet.

group can create new
instances of the Example
Validation spreadsheet.

group can create new
instances of the Example
Validation spreadsheet.
(Note: Created instance titled
DataEntry)
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Test Case: 8. Test Case: DataEntry

Step # Procedure Expected Result Actual Result P/F Init. Date
Snapshot from test step #3
ExcelSafe - DataEntry xis
&) Ele Edit View Insert Formg
T = B AR
BRE=A" BN 1= NI ]
Arial — 1in = ™
Snapshot from TC8_Step3
OFMI4 Daniel Waterman 1:43:55 P
M
Members of the DataEntry group can add spreadsheet data.
4 Add data to the spreadsheet. The user can add data to the The user can add data to the Pass DW 12-Nov-08
spreadsheet. spreadsheet.
Members of the DataEntry group can edit spreadsheet data.
5 Edit data within the spreadsheet. The user can edit data in the The user can edit data in the Pass DW 12-Nov-08
spreadsheet. spreadsheet.
Members of the DataEntry group can delete spreadsheet data.
6  Delete data from the spreadsheet. The user can delete data The user can delete data Pass DW 12-Nov-08
from the spreadsheet. from the spreadsheet.
Members of the DataEntry group cannot sign pages within the spreadsheet.
7  Navigate to the Active Sheets Utility screen. Verify that the The Sign Active Sheet field The Sign Active Sheet field Pass DW 12-Nov-08
Sign Active Sheet field is inactive. is inactive. Members of the is inactive. Members of the
DataEntry group cannot DataEntry group cannot sign
sign pages within the pages within the spreadsheet.
spreadsheet.
Snapshot from test step #7
— Electronic Signatures
Sign Achve Sheet I
keaning of Signature:
Snapshot from TC8_Step?
OFMI4 Daniel Waterman 1:46:13 PM
Members of the DataEntry group cannot remove electronic signatures from the spreadsheet.
8  Navigate to a spreadsheet with a previously applied A message box appears A message box appears Pass DW 12-Nov-08
electronic signature. Click Remove Electronic Signatures.  informing the user that the  informing the user that the
security settings does not security settings does not
allow the user to remove an allow the user to remove an
electronic signature. electronic signature.
Members of the DataEntry  Members of the DataEntry
group cannot remove group cannot remove
electronic signatures from  electronic signatures from
the spreadsheet. the spreadsheet.
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Test Case: 8. Test Case: DataEntry
Step #

Procedure

Expected Result
Snapshot from test step #8

Actual Result P/F Init. Date

Not Allowed

X

L] "_'q Your security settings do not allow you to remove signatures.
Ll

Snapshot from TCE_Stepd

OFMI4 Daniel Waterman 1:46:35 PM

9

Make sure all deviations are documented, including any All deviations have been
screen shots of failed test steps or error messages.

No Deviations exist.
documented.

Pass DW 12-Nov-08
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Qualification Type: OQ

Section # Test Case # Title
8.8. 9 Test Case: Managers
Purpose

To demonstrate proper functionality of the Managers security group in the Example Validation spreadsheet.

Acceptance Criteria

Members of the Managers group:

Can open the spreadsheet.

Can add spreadsheet data.

Can edit spreadsheet data.

Can delete spreadsheet data.

Can sign pages within the spreadsheet.

Cannot remove electronic signatures from the spreadsheet.

Test Case: 9. Test Case: Managers

Step # Procedure Expected Result Actual Result P/F Init. Date
Members of the Managers group can open the spreadsheet.
1 Open ExcelSafe as an Administrative user. Open the User ~ The selected user is a The selected user is a Pass DW 12-Nov-08
Administration screen. Select a user who is a member of the member of the Managers member of the Managers
Managers (and a member of the DataEntry and GenUser) (and a member of the (and a member of the
user group. DataEntry and GenUser) DataEntry and GenUser) user
user group. group.
User: usr3
Snapshot from test step #1
Al Uszers [araups thiz uzer belongs ko All Groups
Draniel \w aterman Dratak iy Adrministrators
E SAdrin Genllzers P, | DrataE ritry
Lizrl b anagers Developers
Lizrd 3 | Genlzers
HEE Managers
uzrd
Calrmbnd | lanr Calmmbrd e
Snapshot from TCY_Step?
OFMI4 Daniel Waterman 1:48:16 PM
2 Login to the spreadsheet as the user selected in the previous The user successfully logs ~ The user successfully logs Pass DW 12-Nov-08
step. into the database. into the database.
3 Select the spreadsheet. Verify that members of the Members of the Managers ~ Members of the Managers Pass DW 12-Nov-08

Managers group can create new instances of the Example
Validation spreadsheet.

group can create new
instances of the Example
Validation spreadsheet.

group can create new
instances of the Example
Validation spreadsheet.
(Note: Created instance titled
Managers)
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Test Case: 9. Test Case: Managers
Step # Procedure Expected Result Actual Result P/F Init. Date

Snapshot from test step #3

@J File Edit WVew Insert Format

= R N = R
Snapshot from TCY Step3

OFMI4 Daniel Waterman 1:50:20 PM
111272008

Members of the Managers group can add spreadsheet data.

4 Add data to the spreadsheet. The user can add data to the The user can add data to the Pass DW 12-Nov-08
spreadsheet. spreadsheet.
Members of the Managers group can edit spreadsheet data.
5 Edit data within the spreadsheet. The user can edit data in the The user can edit data in the Pass DW 12-Nov-08
spreadsheet. spreadsheet.
Members of the Managers group can delete spreadsheet data.
6  Delete data from the spreadsheet. The user can delete data The user can delete data Pass DW 12-Nov-08
from the spreadsheet. from the spreadsheet.

Members of the Managers group can sign pages within the spreadsheet.

7 Select an appropriate sheet to apply an electronic signature. The Sign Active Sheet field The Sign Active Sheet field Pass DW 12-Nov-08
Navigate to the Active Sheets Utility screen. is active. is active.

Snapshot from test step #7

— Electronic Signatures

Sign Active Sheet I

keaning of Signature:

Snapshot from TCY Step?

OFMI4 Daniel Waterman 1:50:43 PM

8 Select an appropriate cell to apply the electronic signature.  The Electronic Signature is The Electronic Signature is Pass DW 12-Nov-08
Enter the user password to apply the electronic signature. applied to the spreadsheet.  applied to the spreadsheet.

Snapshot from test step #8

Signature
Electronic Signature - Approved by Usr3 on 11/12/2008 1:51:13 PIM
Snapshot from TCY_Steps

OFMI4 Daniel Waterman 1:51:21 PM

9 Verify that the spreadsheet with the applied electronic The spreadsheet with the The spreadsheet with the Pass DW 12-Nov-08
signature cannot be edited. applied electronic signature applied electronic signature
cannot be edited. Members cannot be edited. Members
of the Managers group can  of the Managers group can
sign pages within sign pages within
spreadsheets. spreadsheets.

Members of the Managers group cannot remove electronic signatures from the spreadsheet.
10 Navigate to a spreadsheet with a previously applied A message box appears A message box appears Pass DW 12-Nov-08
electronic signature. Click Remove Electronic Signatures.  informing the user that the  informing the user that the
security settings does not security settings does not
allow the user to remove an allow the user to remove an
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Test Case: 9. Test Case: Managers

Step # Procedure Expected Result Actual Result P/F Init. Date
electronic signature. electronic signature.
Members of the Managers ~ Members of the Managers
group cannot remove group cannot remove
electronic signatures from  electronic signatures from
the spreadsheet. the spreadsheet.
Snapshot from test step #10
Mot Allowed x|
L] "-q,, Your security settings do not allow you to remove signatures.
L3
Snapshot from TCY_Step10
OFMI4 Daniel Waterman 1:51:51 PM
11 Make sure all deviations are documented, including any All deviations have been No Deviations exist. Pass DW 12-Nov-08
screen shots of failed test steps or error messages. documented.
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Qualification Type: OQ

Section # Test Case # Title
8.9. 10 Test Case: Administrators
Purpose

To demonstrate proper functionality of the Administrators security group in the Example Validation spreadsheet.

Acceptance Criteria

Members of the Administrators group:

Can open the spreadsheet.

Can add spreadsheet data.

Can edit spreadsheet data.

Can delete spreadsheet data.

Can sign pages within the spreadsheet.

Can remove electronic signatures from the spreadsheet.

Test Case: 10. Test Case: Administrators
Step # Procedure Expected Result Actual Result P/F Init. Date
Members of the Administrators group can open the spreadsheet.
1 Open ExcelSafe as an Administrative user. Open the User  The selected user is a The selected user is a Pass DW 12-Nov-08
Administration screen. Select a user who is a member of the member of the member of the
Administrators (and a member of the Managers, DataEntry  Administrators (and a Administrators (and a
and GenUser) user group. member of the Managers, = member of the Managers,
DataEntry and GenUser) DataEntry and GenUser) user
user group. group.
User: usr4
Snapshot from test step #1
All Uszers Groups this user belongs ko Al Groups
Daniel W aterman Adminiztrators Admiriztrators
ESadmin DrataEntry P, | Dratak iy
Lzr Genllsers Developers
Lzrd b anagers 5 | Genlzers
b anagers
Selartad | lzar Srlartad Rranm
Snapshot from TC10_Step1
OFMI4 Daniel Waterman 1:55:29 P
2 Log into ExcelSafe as the user selected in the previous step. The user successfully logs ~ The user successfully logs Pass DW 12-Nov-08
Open the Example Validation spreadsheet. into ExcelSafe. The into ExcelSafe. The Example
Example Validation Validation spreadsheet opens
spreadsheet opens without  without error.
error.
Members of the Administrators group can add spreadsheet data.
3 Add data to the spreadsheet. The user can add data to the The user can add data to the Pass DW 12-Nov-08
spreadsheet. spreadsheet.
Members of the Administrators group can edit spreadsheet data.
4 Edit data within the spreadsheet. The user can edit data in the The user can edit data in the Pass DW 12-Nov-08
spreadsheet. spreadsheet.
Members of the Administrators group can delete spreadsheet data.
5 Delete data from the spreadsheet. The user can delete data The user can delete data Pass DW 12-Nov-08
from the spreadsheet. from the spreadsheet.
Members of the Administrators group can sign pages within the spreadsheet.
6 Select an appropriate sheet to apply an electronic signature. The Sign Active Sheet field The Sign Active Sheet field Pass DW 12-Nov-08
Navigate to the Active Sheets Utility screen. is active. is active.
7 Select an appropriate cell to apply the electronic signature.  The Electronic Signature is The Electronic Signature is Pass DW 12-Nov-08
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Test Case: 10. Test Case: Administrators

Step # Procedure Expected Result Actual Result P/F Init. Date
Enter the user password to apply the electronic signature. applied to the spreadsheet.  applied to the spreadsheet.
Snapshot from test step #7
Signature
Electronic Signature - Approved by Usrd on 11/12/2008 1:57-49 PIM
Snapshot from TC10_Step7?
QOFMI4 Daniel Waterman 1:57:59 PM
8  Verify that the spreadsheet with the applied electronic The spreadsheet with the The spreadsheet with the Pass DW 12-Nov-08
signature cannot be edited. applied electronic signature applied electronic signature
cannot be edited. Members cannot be edited. Members
of the Administrators group of the Administrators group
can sign pages within can sign pages within
spreadsheets. spreadsheets.
Members of the Administrators group can remove electronic signatures from the spreadsheet.
9  Navigate to a spreadsheet with a previously applied A message box appears A message box appears Pass DW 12-Nov-08
electronic signature. Click Remove Electronic Signatures.  requesting confirmation to  requesting confirmation to
remove the electronic remove the electronic
signature. signature.
Snapshot from test step #9
Confirn Removing Signatures x|
\::’) This will remove signatures from the active shest. Continue?
Yes Mo |
Snapshot from TC10_Stepd
OFMI4 Daniel Waterman 1:58:23 PM
10 Click Yes. Enter a reason to remove the electronic signature. All electronic signatures are All electronic signatures are Pass DW 12-Nov-08
removed from the removed from the
spreadsheet. spreadsheet.
11 Verify that the spreadsheet with the removed electronic The spreadsheet with the The spreadsheet with the Pass DW 12-Nov-08
signature can be edited. removed electronic removed electronic signature
signature can be edited. can be edited.
12 Make sure all deviations are documented, including any All deviations have been No Deviations exist. Pass DW 12-Nov-08

screen shots of failed test steps or error messages.

documented.
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